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Aligh Enforcement and Mitigation User Guide

Welcome to the Align Enforcement and Mitigation Registered Entity User
Guide. Along with the Align instructional videos, this user guide will help
you navigate through all of the features included in these modules. Click on
a topic in the list below or in the ribbon above to begin.

Accessing Align Submitting Mitigation Plans

Reviewing the Dashboard Milestone Extension Requests

Creating a Finding Completing Milestones

Updating a Finding Scope Expansions

Responding to an RFI Submitting for Verification Review

Responding to Notification Letters Complete Status

Submitting Mitigating Activities Incomplete Status

Mitigation Status Progression Consolidated Mitigations
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Mitigation RFls Emails ——
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The diagram provides a high level process

flow of the life cycles of the noncompliance |

and mitigation records. ety e roverieve o
@ Log in to Align @ Submit mitigation _ -:rfrrt\tle+tatorl

@ Review the Dashboard Update/Resubmit mitigation

| / CEA
@ Create a Finding @ Respond to RFls Processing
@ CEA Screen & Review Submit extension request

@ Respond to any RFIs @ NERC review (Mit Plan only)

@ CEA assigns Disposition @ Complete milestones

@ Consolidate milestones (if necessa

Mitigating Activities Only

Verification
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Accessing Align

For the first time you need to access Align, you need to go to the ERO Portal ————
to login to your account by clicking on My Account. If you do not have an ¢ ek o
ERO Portal Account, please follow instructions in Align User Guide - Welcome o the ERG Portal

Reg| stere d Enti tv Re qu est Access Process The ERO Portal allows new users to register for an account and perform the following functi

From the ERO Portal, select Request Application Access from the My
Applications dropdown

o ] REQUEST Access
NORTH AMERICAN ELECTRIC
RELIABILITY CORPORATION

Click the Create New Application Access Request button Sl myrrotiie: My Resources~ BB SR o] Research

Select your entity My Applications g
Request Application Access e
Welcome _

Select the role that you need from the Requested T T———
Application Role dropdown:

——— e ——

Create New Application Access Request

g—

Align Registered Entity Editor (able to create/edit findings) o S

Align Registered Entity Reader (able to read findings)

Align Registered Entity Submitter® (able to create/edit/submit findings)
*This role is needed to submit evidence to the SEL.

w

-

‘ Requested Application Role #

4
e Requester Comments

@
y

Click the Submit button
The Registered Entity Admin can also manage roles of its entity staff. The
Registered Entity PCC or Entity Admin need to approve these roles.

©,
©,
O,
®
O,
O,
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Accessing Align

To access the Align solution, please click here:
https://nerc.bwise.net/, as an entity user
select “External Stakeholders"

Enter your Align User Name and Password
associated with your ERO Portal Account,
then click Sign In

You will have to complete the two-factor
authentication prompt

Click on the Align for Entities honeycomb

Solutions Cloud

LA Milestone

Submitting Submitting for

Y Mitigation T = | Completing Scope i Complete Incomplete Consolidated
NN RFls Mitigation Extension Milestones Expansions Yerhcation Status Status Mitigations
Progression = Plan Reque Review

NERC

This is a Morth American Electric Reliability Corporation (MERC) information system restricted to authorized individuals. You have no
reasonable expectation of privacy regarding communications or data transiting or stored on NERC's information system. At any time and
for any lawful purpose, NERC may monitor, intercept, record, and search any communications or data transiting or stored on this
information system. At NERC's sole discretion, NERC may disclose pertinent information to the U.S. Government and its authorized
representatives to protect the security of critical infrastructure and key resources, ensure information security, or to comply with any
applicable law, regulation, legal process, or enforceable governmental request. By continuing, you acknowledge that you understand and
consent to the terms and conditions described in this notice. The actual or attempted unauthorized access, use, or modification of this
system is strictly prohibited and may subject violators to criminal, civil, and/or administrative action.

Sign in with one of these accounts

[
m External Stakeholders %
Iﬂ‘ NERC Staff

Sign in

Check for a Duo Push
‘ Username

Verify it's you by approving the notification. ..
‘ Password

[J Keep me signed in

Sign in

Legal MNotice

.

— ; Other options

Forgot username or password?

Solutions

Need help?

a
[ o

Align For Enlities
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Reviewing the Dashboard

NS A AL

My Align Align For Entities v
A ccess th e A Iign HH My Dashboard and Tasks NCRS5555 Entity Editor 1~ (3
|| Assigned To Me

Dashboard

NEWS AND UPDATES

Auian

Welcome to Align, the comprehensive tool designed as a shared platform for the ERO Enterprise Compliance Monitoring and Enfercement Program. This is your Dashboard screen. Navigate the system by selecting from the modules
above. You can create Self ReportsiSelf Logs, track and manage Mitigation, submit and/or respond to Periodic Data Submittals, Self-Certifications, and Technical Feasibility Exceptions. You can also respond to Compliance Activities
related to Audits, Spot Checks. and Investigations. Finally, you can respond to Inherent Risk Assessments and Compliance Oversight Plans. Training materials for each module are available at hitps //training.nerc net/

Notice the two sections:

2024-00123

a) My Tasks a4

b) News and Updates — this O e
— General Information
'l/ h l d E—) U Mitigating Activities 2024-00123
WI S OW any p anne Type  Mitigating Activities Related PNC  2024-00123 CEA MRO
U RFI for Finding 2024-00123 | RF24-000818 E .
outage information e o e
g I_I E‘:{T:f of Completion 33333080159 INO23- Applicable Requirement  CIP-002-5.1a R1. Registered Entity Contact  Please provide a point of contact for this mitigation.
Applicable Part(s)  CIP-002-5.1a R1.3,; CIP-002-5.1a R1.2; CIP-002-5.1a R1.1.
[]  Entity Questionnaires 1R22-00074 L] FRsTNAME LASTNAME
Applicable Reliability GO; TO . o
H Risk Factor/ ERPQ IR22-00074 - CIP — Function(s) I is table is empty
[ e ‘
To O pe n a ta s k] CI I Ck th e Question(s) External Electronic Region-Jurisdiction(s) in MRO-US
. which the Potential &R
U n l q u e I D Noncompliance occurred

Entity Assigned to

To close a task, click the X

|_| FIRST NAME LAST NAME

00 This table is empty

The tasks can be saved and 5
edited (Save) and
SmeittEd (Save and Review Results and Due Date

Action) from the dashboard '
[ save and Acion | save JEEE
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Reviewing the Dashboard =N

The following items will appear on your ‘\
My Align dashboard:

i My Align

Align For Entities v

NCR55555 Entity Editor 1 C—)

RFls for PNCs that are awaiting their HH My Dashboard and Tasks
response || Assigned To Me

RFls for Mitigations that are awaiting
their response

Mitigations that were sent back by the

NEWS AND UPDATES

AuiaN

Welcome to Align, the comprehensive tool designed as a shared platform for the ERQ Enterprise Compliance Monitoring and Enforcement Program. This is your Dashboard screen. Navigate the system by selecting from the modules
above. You can create Self Reports/Self Logs, track and manage Mitigation, submit and/or respond to Periodic Data Submittals, Self-Certifications, and Technical Feasibility Exceptions. You can also respond to Compliance Activities

C EA fo r res u b m i SSiO n related to Audits, Spot Checks, and Investigations. Finally, you can respend to Inherent Risk A and Compli; O ight Plans_ Training materials for each module are available at hitps://training nerc net/
Mitigation activities that need to be
resubmitted as formal Mitigation Plans MY TASKS
Mitigations that were sent back by NERC [ Tvee UNIQUE ID foon STATUS REGISTRATION i eED DUE DATE CREATED BY poonEs pooinEe
Unacknowledged Notifications Bl U Mitigating Activities 2024-00123 MRO Resubmit
Mitigations that were sent back as a [0 RFiforFinding 202400123 | RF24-000818  MRO Awalting your Response
reViSiO n u T;“i::— of Completion égszfgmsg INO23- MRO Awaiting your Response
Mltlgatlons that were sent baCk for a u Entity Questionnaires IR22-00074 MRO Awaiting your Response . .
rejected certification Risk Factor/ ERPQ IR22-00074 - CIP — N
J U Ouestinnt[s} External Electronic RO Awaiting your Response —

NOTE: When items appear on the My S—— r—y——=
Align Dashboard, the date of submittal is :

not visible. The only date you will see is

the due date if applicable.

In addition to the Enforcement and
Mitigation items listed above, other items
from the Compliance modules will appear
here.
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Reviewing the Dashboard: Sorting & Filtering

e s P,

My Align v

HH My Dashboard and Tasks
e & Assigned To Me
@ Hover over a column title and click AuiaN

the dropdown arrow (if you click

i > Welcome to Align, the comprehensive tool designed as a shared platform for the ERO Enterprise Compliance Manitoring and Enforcs
on a column name it will sort above. You can create Self Reports/Self Logs, track and manage Mitigation, submit and/or respond to Periodic Data Submittals,
either ascending or descending) related to Audits, Spot Checks, and Investigations. Finally, you can respond to Inherent Risk Assessments and Compliance Ovg

Each table in Align allows you
to Sort or Filter by any column.

@ From the dropdown, you can sort

alphabetically (a), choose columns MY TASKS

to show or hide (b), or enter text (]
to Filter the table OR LRE

TYPE UNIQUE ID »  REGION STATUS

=

[[]  Mitigating Activities 2024-00123 l a ?L SortAscending |,

You can also filter the table to 14 Sort Descending

show onIy items assigned to you |_| Entity Questionnaires IR22-00074 iting your Response
L]

by clicking the Assigned to Me Risk Factor/ ERPQ IR22-00074 - cwDID Columns

Question(s) External Electroni

checkbox & Filters

iting your Response
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Mitigating
Activities

Reviewing
the
Dashboard

Responding
to an RFI

Updating
a Finding

Creating
a Finding

Accessing
Align

31 My Align

The Align Dashboard
provides a snapshot of your
current tasks, but you’ll need
to change views to access
other important information
and actions.

H My Dashboard and Tasks

|| Assigned To Me

Welcome to Align,
above. You can cre|
related to Audits, 4

To change views:

®
O,

Click the dropdown arrow at
the top of the screen Welcon
above.

Click on the view that you related

need to see

viitigatio

Status

Milestone
Extension

Submitting
Mitigation

Mitigation
RFls

Progression Plan Reque

Reviewing the Dashboard

a0,

My Align

My Align

Risk and Planning
Self-Reports and Logs
Periodic Data Submittals
Self-Certifications
Audits and Spot Checks
IRA and COP
Enforcement Processing

Mitigation Management

Request For Information -

AW
o

i
e

Submitting for
Verification
Review

Consolidated
Mitigations

Incomplete
Status

Complete
Status

Scope
Expansions

Completing
Milestones

Align For Entities v

(€3

NCR55555 Entity Editor 1

NEWS AND UPDATES

s your Dashboard screen. Navigate the system by selecting from the modules
d Technical Feasibility Exceptions. You can also respond to Compliance Activities
materials for each module are available at hitps:fitraining.nerc.net/

STANDARD MODIFIED MODIFIED
AND REQ DUE DATE CREATED BY BY aN .
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Reviewing the Dashboard

The My Align view allows you to view the home landing page for Align. &
* The Risk and Planning view allows you to view scheduled engagements your complla
enforcement authority has marked visible to your entity, such as audits or spot checks:
* The Self-Reports and Logs view allows you to create and submit any draft SeIf—Report .\
Self-Log to your CEA. :
* The Periodic Data Submittals view allows you to create and manage your PDS reques
and submittals.
* The Self-Certifications view allows you to manage your Self-Certification requests an , - Self-Reports and Logs
submittals.
* The Audits and Spot Checks view allows you to manage monitoring engagements and ==
related information and actions. './ Self-Certifications
« The IRA and COP view allows you to IRA questionnaires and Compliance Oversight Plan = Welcon
risk information. | above.
* The Enforcement Processing view allows you to monitor the status of your findings an elated |RA and COP
submit updates to your CEA.
* The Mitigation Management view is where you will go to submit, monitor, and edit your === |
mitigation records. , Mitigation Management
* The Request For Information view allows you RFlIs that are issued to your entity fro g\
Enforcement and Mitigation modules, PDS module, Self-Certification module, and 3
module. .
* The Technical Feasibility Exception view allows you to manage your TFEXEqUESESEN ;
The Attestation view allows you to manage your Attestation requests. :

[ 232 myaAlign v

Iy Align

Risk and Planning

Periodic Data Submittals
Audits and Spot Checks
Enforcement Processing

Request For Information

N
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Creating a Finding

To create a finding in Align, navigate to
the Self-Report and Self-Logs View.

My Align
B Iy Align
] Assi Risk and Planning
. Self-Reports and Logs
Periodic Data Submittals
Click the dropdown arrow A

Self-Certifications
Welcon . ired platform for the EROC Enterprise Compliance Monitoring and Enforcement Program. This is your Dashboard screen. Navigate the system by selecting from the modules
above. Audits and Spot Checks nage Mitigation, submit and/or respond te Periodic Data Submittals, Self-Certifications, and Technical Feasibility Exceptions. You can alse respond to Compliance Activities

L L related you can respond to Inherent Risk Assessments and Compliance Oversight Plans. Training materials for each module are available at hitps:/ftraining.nerc net/
Select the Self-Report and Self-Logs .
view
- Create New Self-Report or Log
Click Create Finding P ——

APPLICABLE
REQUIREMENTS

Create

J Finding

REGISTRATION

1
E_) NCRS55555 - test confirm name change in MRO @& @)

If your entity is registered in multiple
Regions, you can expect to see all of the
registrations in this section. The entity
will select the NCR registered in the
Region it wants to report the violation.

STANDARD AND APPLICABLESEE =
UNIQUEID & REGISTRATION REQUIREMENT FUNCTIONN ﬂ i

Self-Report 2024-00122 NCRE5555 - test confirm name change in MRO CIP-002-5.1a R1. TO, GO
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Creating a Finding

Create Finding 2.0

Review the relevant Standard
= R SELECT APPLICABLE REQUIREMENT
Gnd Create G n€W flndlng STANDARD CREATE

REQUIREMENT

CIP-002-51a

Standard and  CIP-002-5.1a | R2.
; CIP-002-5.1a Requirement

CI IC k 0 n a Sta n d a rd & CIP-003-8 1 Requirement The Responsible Entity shall: Creae Fuding = 0
Language

Re qu irement to review i : SELECT APPLICABLE REQUIREMENT

Time Horizon(s) Operations Planning Violation Risk Low STANDARD CREATE CREATE
Factor (VRF) SELF-REPORT SELF-LOG

CIP-003-8

Requirement R2 CIP-002-5.1a -+ °
CIP-003-8 ey

Review the language in the '

CIP-004-6 Measure M2 Acceptable evidence includes, but is not limited to, electrol

rig ht p ane | records to demonstrate that the Responsible Entity has reviews CIP-003-8

CIP-004-6 necessary, the identifications required in Requirement R1 and
CIP Senior Manager or delegate approve the identifications re CIP-003.8
CIP-004-6 and its parts at least once every 15 calendar months, even if ith

: ] > Requirement R1 and its parts, as required by Requirement R2
CIICk + In the Create Self_ Llh-D0G : Requirement R
Re t” ”C S |f L T B _ Applicability \ G008

pOI’ Or reate e u Og CIP-004-6

CIP-006-6

column ' ’

CIP-006-6

CIP-003-8

CIP-004-6
CIB.NNAA
. ) Additional 4.1 Functional Entities: For the purpose of the requirements c¢ CIP-004-6
M 4 | Applicability  following list of functional entities will be collectively referred to
s Details  Entities.” For requirements in this standard where a specific ful

of functional entities are the applicable entity or entities, the fu

are specified explicitlv.<br/><br/>4.1.2. Distribution Provider th:

CIP-004-6

CIP-006-6

CIP-006-6

P+ o+ + o+ o+ o+

CID.ANAR

M 4
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Creating a Finding

Create Finding 2.0
SELECT APPLICABLE REQUIREMENT
Create A Self-Report: The user will no longer have to login under multiple ) CREATE CREATE
STANDARD SELF-REPORT SELF-LOG
credentials to access records that were submitted under a different registration so i : : :
when a Registered Entity creates a Finding, the user should confirm that the Create
Finding link is associated with the correct registration.

_+_

The registration is not checked against the start date. The entity could submit a
violation with a start date prior to its registration date.

Create A SeIf-Log: If you have been accepted into the Self-Logging program by
your CEA, check with them to see how they want you to submit Self-Logs and how
frequently. They may want you to start submitting Self-Logs through Align or they
may want you to continue submitting Self-Logs to them directly. If you submit Self-
Logs directly to your CEA, they will upload them into Align, so that you will still see
them in your system.

Another thing to consider is that Align does not currently differentiate between which .
Reliability Standards and Requirements that you have been approved for and those
which you have not. CIP-006.6 R2

R1.

Fo+ + + + + + + 4+ 4+ + + 4

CIP.NNA_A P2

M 4 Page | 1 |ofo
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Creating a Finding

Ensure the Requirement Parts and
Reliability Functions are applicable for
the Self-Report.

Create a Self-Report

Instructions

Remove any Parts or Functions that do

/ Self-Reports are encouraged at the time a Registered Entity becomes aware that it has, or may have, violated a Reliability Standard. Self-Reports are encouraged regardless of whether the Reliability Standard requires reporting on a pre-
nOt Gpp )/. defined schedule in the Compliance Program or whether the violation is determined outside the pre-defined reporting schedule

GComplete the information on this form and Save your Self-Report as a draft. You can access draft Self-Reports and Self-Logs under the My Drafts section of the Create Finding tab and continue editing until you are ready to submit.

When a Finding is created, if the Reliability Standard
Requirement has Sub-Parts, the form will auto-
populate all the Sub-Parts. You should confirm that all Registration” NCRSS656 - test canfirm name change in MRO

the Sub-Parts are applicable to their registration as Applicable Requirement  CIP-002-5.1a R2 Region - Jurisdictionin MRO-US

hich the P ial
We” as the facts and Clrcumstances Of the Applicable Part(s) CIP-002-5.1aR2.1. x CIP-002-51aR2.2. x= B Noncoﬁ;ﬁa;c: o:::::i
noncompliance. Sub-Parts that are not applicable will — — urisdictionis) where you

Applicable Reliability * ‘ GO x TO x are reporting this Potential

need to be removed manually. Function(s) | —— Noncompliance

General Information

» S 4 B

i §

[

1\b
|

I

Click X to remove Applicable Parts

e Click X to remove Reliability Functions

0 Home | @ Previous Page Next Page @
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Creating a Finding

Add any Applicable Parts Create a Self-Report
and Functions not included. eution

. Self-Reports are encouraged at the time a Registered Entity becomes aware that it has, or may have, viclated a Reliabi
CI ICk the Arrow to Open defined schedule in the Compliance Program or whether the violation is determined outside the pre-defined reporting scl

th e d ro p_d owhn | |st Complete the information on this form and Save your Self-Report as a draft. You can access draft Self-Reports and Self-|

Select the Part from the General Information

| |St Registration™

NCR55555 - test confirm name change in MRO

Applicable Requirement CIP-002-5.1a R2.

Click the Arrow to open Applicable Part(s)
the drop_down ||St Applicable Reliability | CIP-002-5.1a R2.1.

Function(s)

CIP-002-51aR2.1. * |

Instructions

CIP-002-51aR22 Self-Reports are encouraged at the time a Registered Entity becomes aware that it has, or may have, violated a R

defined schedule in the Compliance Program or whether the viclation is determined cutside the pre-defined reporti

Complete the information on this form and Save your Self-Report as a draft. You can access draft Self-Reports angs

Select a Function from the
list

General Information
When a Finding is created, the Applicable Reliability Functions section on

the form will auto-populate based on the Functions applicable to your
entity and the Functions applicable to the Reliability Standard

Registration™ MNCR55555 - test confirm name change in MRO

Applicable Requirement CIP-002-5 1a R2

. 3 : S0 : Applicable Part(s) | CIP-002-5.1aR2.1. x - |
Requirement. You should confirm that all the Reliability Functions selected e PR —_—
are applicable to the facts and circumstances of the noncompliance. If reretiontsy | Il S 'A|
o 5 o = BA
there are any functions that are not applicable, you will need to remove == ,
those manually by clicking on the X next to that function. A o )
DP-UFLS

—_— WE— =
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Creating a Finding

Select additional Regions to add
to the finding, if necessary. This
section is to allow the

Regis tered En tity to n O tlfy th e ?;:ﬁ;;iz:;?g;;z%ﬁ?@ﬁ:?h:i ?'12 mz:oﬁ?izgcﬁﬁgﬂzggzﬁiT,\::.felr:]:éél Ifwez;%rﬁggn:ghlézﬁe-violaled a Reliability Standard. Self-Reporis are encouraged regardless of whether the Reliability Standard requires reporting on a pre-defined schedule in the
CEA th at It I.S reportlng a fin dlng Complete the information on this form and Save your Self-Report as a draft. You can access draft Self-Reporis and Self-Logs under the My Drafts section of the Create Finding tab and continue editing until you are ready to submit

to another CEA.

Create a Self-Report

Instructions

General Information

Registration* NCRS55555 - test confirm name change in MRO

Click the Arrow to open the Applicable Requirement ~ CIP-002-5.1a R2. Regiil;;'i::"p‘ﬁtf,ﬂ.lﬂ MROUS
drop-down list.

Applicable Part(s) CIP-002-51a R2.1. » Noncompliance occurred
Applicable Reliability " [ oo x To x _ OtherRegion -
Function(s) Jurisdiction(s) where you

are reporting this Potential

Noncompliance FRCC-US

Select the Region from the MRO-MB
||St Discovery and Description MRO-SK

When was the Potential When did the Potential | MRO-US

Noncompliance Noncompliance start? * & NCEA-US
discovered?*

You can Save the finding as a Howwas tis Potentl it s e pase T U | NPCCAR

. d!doncomzl;apcle NPCC-NS
draft at any time. To save: e NRCCON

NPCC-QC

NPCC-US

Click the Save button Noncambianee

Please describe the - "
Potential Noncompliance occurring?

b
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Creating a Finding

@ After Saving the Draft Finding,
the Create Finding portlet is REQUIREMENT
still visible, you will need to : ?  selfReportsand Logs
click the X to close the i 4 Create New Self-Report or Log
Standards window b [ viv REGIsTRATIONS INSTRUCTIONS

APPLICABLE
REGISTRATION REQUIREMENTS

This is the Registered Entity Self Reporting and Logging page.  On the left, you can view a set of

i J— . ~ reate hat, you can browse to a specific Requirement and create a Self Report (or Self Log, if you are i
CI i Ck th e Refresh Ico 1] at th e E) NCRS5555 - test confirm name change in MRO & @ Eiﬂdi;g lSel‘f F!:epurts or Logs ;’ULI h:ve not ye?submiﬂ;d To seetlhe status Ef ;Finding tha!l;is :\ready in
b f h M D f Time Horizon( the pull-down on the upper left. A Red Flag next to the Requirement indicates there is an Active 4
ottom ot the MMy Dratts
portlet to see your new draft
in the Draft Findings section 2024-00124

m Click the Unique ID tO Open UNIQUEID & REGISTRATION Discovery and Description

o Q Self-Report 2024-00124 NCR55555 - test confirm n i "

your flndlng When was the POt.EI"I':Ial
Noncompliance
discovered?”

As you fill out the rest of the | How was this Potential
oncompliance
form, notice that some fields discovered? *
have a gray question mark icon
(a) Hover over these to see a itigation for another issue, etc.).") If discovered through detective controls,

xplain how the detective control led to the discovery of the noncompliance.
description of what information ,)

Self-Report 2024-00122 NCRb55555 - test confirm ni

Please describe the
Potential Nencompliance

in detail

the field is requesting.
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Creating a Finding

Once you have completed the Action

H & V4 Instructions  Submit Finding: Select “Submit” on the Action dropdown, then click the Action* | No Action -
fln dlng form, yOU // need tO Save and Action button at the bottom of the screen. . L ‘
OPTIONAL - Submit Mitigations: Submit mitigations now by checking 0
o o the box “Submit Mitigations for Review with Finding?” or later via the My eview wi Discovery and Description
select an Action from the Action Miegamons T / g

By submitting the mitigating activities described above, | acknowledge that Wh the Potential »
drO do Wn a | have authority to submit the mitigating activities on behalf of the en w;s e al.en 1a
p o Registered Entity. oncempliance

discovered?”

When did the Potential
Noncompliance start? * &

&,

Delete Finding: Select "Delete” on the Action dropdown, then click the
Save and Action button at the bottom of the screen.

Save a Draft: Click the Save button at bottom of the screen. The CEA will
not see this finding until the Registered Entity selects “Submit’ on the
Action dropdown and clicks the Save and Action button

Close: Click the Close button at the bottom of the screen to close the A
window.

is not a valid date - it must be in the format m/d/Y

How was this Potential
Noncempliance
discovered? =~ ¥

If you try to submit the finding
without selecting an Action, you
will get an error (b). Viarming

You have not selected an Action. If you click Save and Action, you will receive this error me
then click Save and Action.

Is the Potential
Please describe the Noncompliance still

Select the Submit option in otential Noncompliance occurring? *
the Action dropdown. If you e
need to delete the draft

finding, select the Delete

option in the Action Action
dropdown.

A "No flow evaluates to true"

Instructions  Submit Finding: Selact “Submit” on the Action dropdown, then click the Save and Action button at the Action™ | Submit M
bottom of the screen. —

. . e PR . u RIS Submit Mitigations for No Action
CI ic k th e Save an d Action OPTIONAL - Submit Mitigations: Submit mitigations now by chacking the box *Submit Mitigations for : Vigaty
Review with Finding?” or later via the *My Mitigations Tab". Review with Finding?
oo A " ’ . . Delete
a By submitting the mitigating activities described above, | acknowledge that | have authority to submit |
b Utto n to su l n It the mitigating activities on behalf of the Registerad Entity. Submit |

Delete Finding: Select "Delete” on the Action dropdown, then click the Save and Action button at the
bottom of the screen.
Save a Draft: Click the Save button at bottomn of the screen. The CEA will not see this finding until the
Registered Entity selects “Submit” on the Action dropdown and clicks the Save and Action button.

\ Close: Click the Close button at the bottom of the screen to close the window:

~ o -

If you have left any required
fields blank, the form will
identify where you are missing
information by see a red box

e o

i

i
K

and exclamation mark (c).
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Creating a Finding: Discovery and Description

Scroll to the Discovery and
Description section to
complete the finding.

@ Select the Date the
Potential Noncompliance

(PNC) was discovered

Enter an Explanation of
how the PNC was

discovered

@ Enter a Description of
the PNC

When was the Potential
Noncompliance
discovered?*

How was this Potential
Noncompliance

discovered? * &

Please describe the
Potential Noncompliance

in detail *

Discovery and Description

I \@

Complete Incomplete Consolidated

Mitigations Sl

When did the Potential

Noncompliance start? =

22)

What is the basis for your
selecting this start date? *

I= the Potential

23}

Noncompliance still
occurring? *
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Creating a Finding: Discovery and Description

Select the Date the PNC started

This start date does not validate against your
entity’s registration dates or against the l | ‘ When did the Potential
effective date of the different versions of the
Reliability Standard. You should check the start What is the basis for your
date against the entity registration date and selecting s s dater”
that the start date is applicable to either the
current version of the standard’s effective date
or a prior version’s effective date.

Also, if you do not use the calendar feature, be < the Potential
sure to enter the date in the format Noncompliance still
MM/DD/YYYY. e

Discovery and Description

Noncompliance start? * 4

Enter an Explanation of how the PNC
was discovered

Although the ‘basis for selecting the dates’ text
field is not required, this is the opportunity to
explain why you chose the dates and possibly
prevent a Request for Information request to
obtain this information.
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Creating a Finding: Discovery and Description

Discovery and Description
@ Select Yes or No if the PNC s still I
occurring

If you selected No, select the Date
you returned to compliance

‘ When did the Potential | A
A Noncompliance start? * 4

What is the basis for your
selecting this start date? *

You should only include a date when s the Potential |

you returned to compliance if the peneempiEnes o
events have actually occurred. '
Further, if you indicate that the

noncompliance is no longer
occurring, the validation does not
check that a date has been included 's the Potential | g -

) . Noncompliance still
in the return to compliance data occurring? *

fie,d- When did you return to | |
compliance? “#

N
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Creating a Finding: Extent of Condition

To complete the Extent of Condition and Root Cause section:

Indicate if the Extent of
Condition Review has been
performed by selecting Yes,
No, or In-Progress

Extent of Condition and Root Cause

has an Sxtent of COI‘IdItIOI: ‘ Yes What cause(s) led to the : S . .
Review been performed? . ; Draft Text - explain the entity's determined cause that led to the Potential
Potential Noncompliance? Noncompliance

If you SeIeCted Yes’ descri be If yes, what was.fils the Draft Text - explain extent of condition
e Extent of the Condition?
the Extent of Condition '

If the Extent of Condition has not @

been performed at time of
submittal, the entity can submit a
finding update to provide this
information to the CEA later in the
process.

This text field is not checked for validation, so

Enter the cause(s) of the PNC. be sure to confirm that you include language

here before submitting.
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Creating a Finding: Risk and Impact

To complete the Risk and Impact section:

Indicate the level of Potential Impact
to the BPS as Minimal, Moderate, or
Serious. If this is a Self-Log finding, the
Potential Impact to the BPS will be set
to Minimal.

Enter the reason you chose the
Potential Impact level you selected

Describe how likely it is that impact
could have occurred

Indicate if there was any impact to the
BPS by selecting Yes, No, or Unknown

If there was an impact, describe what
the impact was.

What do you think the
Potential Impact to BPS
waslis from this Potential

Noncompliance? * ¥
Why do you believe that to
be the correct Potential
Impact? * &

Risk and Impact

Scope
Expansions

Completing
Milestones

N

==

=

| lloderate

How likely is it that Impact

could have actually
occurred? *

Draft Text - why do you believe that to be the correct Potential Impact

32)

Was there any actual
impact to the BPS? = &

If yes, what was the Actual

Impact to the BPS? &

This text field is not checked for validation, so
be sure to confirm that you include language

here before submitting.

Submitting for
Verification
Review

| @ Previous Page

Consolidated
Mitigations

Incomplete
NEITH

Complete
Status

|

Emails

Draft Text - how likely is it that Impact could have actually occurred

33)

‘ Yes

Draft Text - what was the Actual Impact to the BPX

35)

Next Page @
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Creating a Finding

Scroll to the optional Additional Comments section

Additional Comments i ™

@ Enter any Additional S e ;_
Comments that you Want additional comments $ v e

to document

Enter any related \)
evidence in the Secure
Evidence Locker (SEL) Evidence

using the reference Secure Evidence Locker  Submit Evidence or Attachments related fo this item via ERO Secure Evidence Locker (SEL) located at https://eus.eroenterprise.com/nerc-infrastructure with the following reference number:
a i Instructions
number (a) to link it to MRO|NCR55555|V12024-00124|VI2024-00124|CIP-002-5.1a|R2.]2.1.

this findin g. If you are hosting your own SEL, please provide a hyperlink to your locker in the ection above.

Your CEA would find it helpful if you indicate when you have
submitted evidence files into the SEL. When you submit
evidence into the SEL, there will be a reference number that
you should provide to your CEA. The ‘Additional Comments’
field may be a good way to communicate this with your CEA.

You can also help the CEA by including the contact information
of the person they should reach out to if there are any
questions on the Self-Report or Self-Log form.
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Creating a Finding: Mitigation Information

"\

Mitigation Information (optional - click to expand)

Every finding will need to be paired with a

Tdl [ Instructions  If possible, and without delaying the Self-Report, a Self-Report may include ons that have been taken or will be taken to remediate and mitigate the violation. Click the + to add each
m,tlgatlon record eventua//y’ bUt the completed and/or planned task for remediation and mitigation. When you Submit your Self-Report, this information will be converted into a set of Mitigating Activities that can be submitted
Or o = - Q Q concurrently with this Self-Report, or separately when it is ready.
Mitigation Information section is

Optlona/ at thIS Stage []  MILESTONEID TYPE OF MILESTONE TASK MILESTONE NAME PLANNED COMPLETION DATE ACTUAL COMPLETION DATE

This table is empty

milestones for this finding, click

@ If you are ready to enter mitigation
the heading to expand the section

and follow the steps noted here

@ To add a milestone, click the + icon Action

Instructions  Submit Finding: Select “Submit” on the Action dropdown, then click the Action* | Submit
Save and Action button at the bottom of the screen.

OPTIONAL - Submit Mitigations: Submit mitigations now by checking ; ] o
When you Gdd a mi/estone on the the box “Submit Mitigations for Review with Finding?” or later via the “My Review with Finding?

Submit Mitigations for

Mitigations Tab”.
f[nd[ng fOI’m, you W[// not be able to By submitting the mitigating activities described above, | acknowledge that
N . | have authority to submit the mitigating activities on behalf of the
edit until the Self-Report/Self-Log has Registered Enfity
x Delete Finding: Select "Delete” on the Action dropdown, then click the

been SaVed at /eaSt once. YOU WI// be Save and Action button at the bottom of the screen.

. om0 o o Save a Draft: Click the Save button at bottom of the screen. The CEA will
Gb/e to edlt the mltlgCIthﬂ m//eStoneS not see this finding until the Registered Entity selects “Submit” on the

Action dropdown and clicks the Save and Action button
Close: Click the Close button at the bottom of the screen to close the
window.

once it is in the draft form. After you
have saved the record, you can edit
the milestone details or delete a

milestone. [ save IS

When you’re ready to submit the
finding, select Submit for the = .

action.
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Creating a Finding:

If you added Mitigation
Information and want to submit it,
click the Submit Mitigations for
Review with Finding checkbox

Instructions

] MILESTONE ID

Mitigation Information

Mitigation Information (optional - click to expand)

If possible, and without delaying the Self-Report, a Self-Report may include the actions that have been taken or will be taken to remediate and mitigate the violation. Click the + to add each
completed and/or planned task for remediation and mitigation. When you Submit your Self-Report, this information will be converted into a set of Mitigating Activities that can be submitted
concurrently with this Self-Report, or separately when it is ready.

= lSt'uls. Mitigation Sl\;ll'bf“itt'in ’I\Eﬂi|95t9ne Completing Scope Complete Incomplete  Consolidated
NN RFls Mitigation Extension Milestones Expansions Yerhcation Status Status Mitigations =
Progression = Plan Reque Review

QL

TYPE OF MILESTONE TASK MILESTONE NAME PLANNED COMPLETION DATE ACTUAL COMPLETION DATE

If you created mitigating activities and
want to submit them at the same time

This table is empty

as the finding, you’ll need to click this
check box before clicking Save and
Action. If you added mitigating
activities but are not ready to submit,
you can leave the box unchecked and
a draft of these activities will be saved
and can be located in the Mitigation
Management section using the same
unique ID for the finding.

Instructions

Note that Align does validate against
the mitigation section, so if you do not
add any mitigation information but do
check the ‘Submit Mitigations for
Review with Finding’ button, Align will
provide an error message.

@ Click the Save and Action button

Action

Action *

Submit Finding: Select *“Submit” on the Action dropdown, then click the Submit
Save and Action button at the bottom of the screen.

OPTIONAL - Submit Mitigations: Submit mitigations now by checking
the box “Submit Mitigations for Review with Finding?” or later via the “My
Mitigations Tab".

By submitting the mitigating activities described above, | acknowledge that
| have authority to submit the mitigating activities on behalf of the
Registered Entity.

Delete Finding: Select "Delete” on the Action dropdown, then click the
Save and Action button at the bottom of the screen.

Save a Draft: Click the Save button at bottom of the screen. The CEA will
not see this finding until the Registered Entity selects “Submit” on the
Action dropdown and clicks the Save and Action button.

Close: Click the Close button at the bottom of the screen to close the
window.

Submit Mitigations for
Review with Finding? “

oo e ncin | v [

Next Page @
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Updating a Finding: Sorting

From the Dashboard, click the
dropdown arrow to change the

My Align

view
Risk and Planning
Select the Enforcement | Self-Reports and Logs
Processing view Periodic Data Submittals
Self-Certifications >
1 Welco!
Yc?u c.an sort or filter the My Open Welion . dits and Spot Checks
Findings table by any column to -

IRA and COP
help you locate the finding you are

looking for:

Enforcement Processing

Mitigation Management

MY OPEN FINDINGS
To sort, you can either click on MONITORI... REGION  DATE .
: METHOD UNIQUE_ID OR LRE SUBMITTE
the header to sort ascending or o=y 000000- @M= [
descending, or hover over a Seff-Report 2024-00123 MRO 0 |2 SortAscending " "eMEC
column title and click the
dropdown arrow

REGISTRATION STANDARD

s
Sj//})}‘ii

il

/_”ﬁl

]

2023-00159 MRO

.

11l Columns 4

Click the Sort Ascending or Sort (] Filters
Descending option to rearrange
the table by the data in that

column

T

I
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Updating a Finding: Filtering

Depending on what you are looking for, Filters may be more
effective than sorting.

Note, the filters are not “sticky,” so if you navigate away from
this page, Align will not retain the filters that you applied.

(L1}
(11}

To fi/te r: H Enforcement Processing

; My Open Findi : indings
Hover over the column title My Open Findings  [RgEsS
of the column you want to MY OPEN FINDINGS "

q 7 . MONITORING REGION DATE v "
f h UNIQUE_ID REGISTRATION STANDARD REQ: START DATE CREATED BY

arrow

MODIFIED
BY

Self-Report 2024-00146 MR 061872024 ICR55555 - test confirm name change in MRO CIP-002-5.1a ¢ SortAscending |0,

1% Sort Descending
. S Self-Report 2024-00123 MR 0720 JCR35555 - test confirm name change in MRO CIP-002-5.1a
Select the Filters option 1 Columns

Self-Report 2023-00159 5 - test confirm name change in MRO CIP-002-5.1a b

4 Q| CIP-002

Enter part or all of the phrase ST J— : . B " P
that you are looking for = = S

To remove the filter, click the
checkbox next to the Filters STANDARD
option

CIP-003-6

You can also filter if you hover over a field
and right click Filter on this value (a)
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Updating a Finding

Enforcement Processing Align For Entities v

Once you have located —_— s ©
the flnd,ng that needs to MY OPEN FINDINGS

MONITORING
METHOD

be updatEd: Self-Report
Click the + icon in the Create Finding Update
Send Update column Compliance Enforcermant

Authority

REGION DATE
OR LRE SUBMITTED

MODIFIED FINDING
ON STATUS

UNIQUE_ID REGISTRATION STANDARD REQ START DATE CREATED BY g‘\?D'F'ED MITIGATION

Mitigating Activities
Draft

2024-00148 MRO 06/18/2024 in MRO CIP-002-5.1a 06/18/2024

NCRS55555 - test confirm name change 06/18/2024 Phia

Mitigating Activities

2024-00123 MRO 057202024 CIP-002-5 1a 05/20/2024 05/20/2024

NCRS55555 - test confirm name change in MRO

MRO

Monitoring Method  Self-Report

Applicable Requirement  CIP-002-5.1a R1.
@ Enter asum mary Of the Instructions  Provide additional information in the fields below. Only complete the areas you want to update. If you do not have addi Whlle only the Summary of Finding Update text fleld |S reqL“red, you

changes that you are Summans o FnnS” | Updatinginformation i Finding Updste forn should try to include all relevant details in the form.
making into the
Summary of Finding ) You have t.he ability t? submit a flndlng update (scope expapsmn) on the

. : noncompliance after it has been submitted to your CEA until NERC has
Update field and add the Dates approved the disposition record. Continue to work with the CEA on the
updated data into the The date the Potential | oe01/202¢ timing of the submittal as well as whether the information is appropriate

Noncompliance started

relevant fields The dateyou e o[ gz for a finding update or if it should be on its own submittal of a new
noncompliance issue.

Click the Update button If the CEA does not think the finding update is applicable, they will contact
Extent of Condition, Root Cause, and Risk you and explain why and what actions you need to take. In Align, there is
no communication in response to CEA determining the finding update is
not appropriate. If the CEA does think the finding update is applicable, the

CEA will need to add the information to the violation record in their
m) system during their review process.
i > |

The Extent of the

Condition Finding Update form, explaining the extent of condition

[IVGEEN  Close
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Updating a Finding

If you want to verify that your
update was captured:

H My Open Findings
MY OPEN FINDINGS

Click the Unique ID of [0 roRiNG UNIQUE_ID e D REGISTRATION STANDARD START DATE CREATED BY
the finding you updated

E) Audit 2024-50019 MRO 06/138/2024 MCRS55555 - test confirm name change in MRO CIP-005-6 06MB2024

5d 2024-00146 MRO 061372024 MCRS55555 - test confirm name change in MRO CIP-002-5.1a 06182024

Scroll down to the :
Related Ite ms sect|o n Self-Rep 2024-00123 MRO 052012024 MCR55555 - test confirm name change in MRO CIP-002-5.1a 052002024

and click on the Unique Seif Report 202300159
ID under the Submitted
Finding Updates section

Related Items

SUBMITTED FINDING UPDATES

O UNIQUE 1D SENT
NOTE: the information on the Finding B O uroeooes @ Searna
Update form does not update the original \)

submission, it remains on the Finding
Update form.
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Responding to an RFI: My Align Dashboard

When your CEA or NERC sends an RFl, you are able to
view the RFl in three locations: My Align Dashboard,
Request for Information module, and the Finding Record.

(1]
e
e

My Align
On the My Align Dashboard, the RFls that are issued for a Finding B My Dashboard and Tasks

will show as RFI for Finding (issued from the PNC Process state) or |[BESHGRE
RFI for EA (issued from the EA Process state)

Welcome to Align, the comprehensive tool designed as a shared platform for the ERO Enferprise Compliance Monitoring and Enforcement Program. This is your Dashbeard screen. Navigate the system by selecting from the modules above. You can create Self Reports/Self Logs. frack and
1+1 H manage Mitigation, submit and/or respond to Periodic Data i . Self-Certi il and ical F ibil Excep . You can also respond fo Compliance Activifies related to Audits, Spot Checks, and Investigations. Finally, you can respond to Inherent Risk Assessments
In addition to seeing RFIs on your dashboard, the PCC and ACCs e Corplance Oeraght Pans. T s e ol e e i i v o

will receive an email with the RFI unique ID number in the Subject
line and the violation ID number in the body. Currently, emails may
not identify whether the RFl is for a Finding record (Potential

o - MY TASKS
Noncompliance or Enforcement Action process state) or a

[]  Tvee UNIQUE ID REGION STATUS REGISTRATION STANDARD DUE DATE c
T+ g A A H g CRLRE AND REQ
Mitigation record. Align will also copy the RFI to the Finding record
‘ . 7 . . . Motice of Completion Lefter 2023-00159 | HO23-000433 MRO Awaiting your Response MNCR55555 - test confirm name change in MRO CIP-002-51a R1
under the ‘Requests for Information’ section. You can view it there,
. . . . . Mitigating Activities 2024-00123 MRO Resubmit MNCRS5555 - test confirm name change in MRO CIP-002-5.1aR1 05/31/2024
but you will still need to open it from the My Align Dashboard in
i wvaiting v, . - o . 06/19/2024
O rd e r tO res po n d g RFI for Finding 2024-00123 | RF24-000815 MRO Awaiting your Response MNCR55555 - test confirm name change in MRO CIP-002-51a R1 Overdue by 12 Days
RFI for EA 2023-00159 | RF24-000829 MRO Awaiting your Response MCRS55555 - test confirm name change in MRO CIP-002-5.1a R1 07/31/2024

w A \r g

In the current version, you will not receive a notification if the RFI
response has been accepted; a notification is only sent to the PCC
and ACCs if the CEA determines the RFl is incomplete. However,
you can view the status of the RFI from the Finding form or the

Request for Information module. The statuses are: Awaiting
Response from Entity, Awaiting Region Review, Incomplete,
Complete, Cancelled.
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Responding to an RFI: My Align Dashboard

e ——

Click the Unique ID of My Align
the RFl H My Dashboard and Tasks

|| Assigned To Me

2024-00123-P | RF24-000818

Add any response to the [ZE=Y

RFIin the Respondent |t e i

Co m m e nts Secti O n t h i S and Compliance Oversight Plans. Training materials for each module are available
’

Request for Information

Parent Source  2024-00123-P

Applicable  CIP-002:5 18 R Respondent Comments*

StandardRequirement

This ks where the registered entity can provide a response. In the checkbax below "Upload to SEL" is
where the registered entity can indicate if they have uploaded evidence to the SEL.
\

fleld iS required Related Registration  NCRBS55S - test confirm name change in MRO

R zstor  MIRO Editor 1
MY TASKS Requestor Comments  Draft Test Language
Requestor Atiachments

Nate: 'fiou cannot proceed in the workfiow unSl the Respondent Comments are filed in. If evidence is submitted to the SEL. pleass check the box for Upload to

If there |S eV|dence TYPE UNIQUE ID Request SentOn  May 20, 2024 i
Su b m |tted to th (S] S E L Notice of Comp} ) 2023-00153 | NO23-000438 Responss Dus By . -hme:1, 204 Upoad . SEL .
7]

Mitigating Activitie 2024-00123

\ Evid
check the box next to \ vidence
RFI for Finding 2024-00123 H 3 Secure Evidenc Submit Evidence or Attachments related 1o this item via ERO Secure Evidence Locker (SEL) located at http I with the following reference number
Upload to SEL, follow s
A g

t h e i n St r u Cti o n S i n t h e For evidence related to CIP-002-5.1a R1. use: MROINCRS5555(VI2024-00123(VI2024-00123,RF24-000818[CIP-002-5.1a]R1.]

1 you are hosting your own SEL, please provide a hyperlink to your locker in the comment saction above

Evidence section

Action

Action  Respond
Save and Action wil acknoviedge receipt of his Request and send back any response you have provided. Save will store any response you have provided, bul will neither acknowiedge receipt of this Request nor send any resporse.

Click Save and Action if

you are ready to submit g
the RFl response to the

CEA and click Save if you

are still drafting a

response
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Responding to an RFI: Request for Information Module

A ]

Submitting for
Verification
Review

e LA e Submittin Milestone
- Mitigation Sl hadin LV LI

Mitigating Status REls Mitigation Extension

Activities Progression T Plan Reque

Scope
Expansions

Consolidated
Mitigations

Incomplete
Status

Complete
Status

Completing
Milestones

Updating
a Finding

Responding
to an RFI

Accessing
Align

A new Request For Information module was 4 RFI Dashboard
created to capture all the RFls that are issued

for a Finding (Potential Non Compliance,
Enforcement Action), Mitigation, PDS, Self-
Certs, and TFE. The user can filter by Parent
Source or by RFl status to better manage

their RFIs.

Navigate to the Request For
Information Module

Filter by Parent Source
(Potential Non Compliance,
Enforcement Action,
Mitigation)

Filter on Active RFIs (Awaiting
Response from Entity, Awaiting
Region Review, Incomplete) or
on Completed/Cancelled
(Complete, Cancelled)

Click on unique RFI ID to view
the RFI request
See RFI Request image in previous slide.

Request For Information

“ RFI Dashboard

Parent Source Type

RFIS DASHBOARD

RF1ID

= | [ ] Active RFls

PARENT
TYPE

PARENT
SOURCE

SEI-FEDUNLS dna LUgs
Periodic Data Submittals
Seli-Certifications
Audits and Spot Checks
IRA and COP

. Enforcement Processing

Mitigation Management
Request For Information
Technical Feasibility Excaption

Attestations

RF24-0003830 Mitigation

] Completed/Cancelled

REQUESTOR
CONTACT

REGISTRATION

RESPONDENT

CONTACT

Enforcement Action
Potential Mon Compliance

RFIS DASHBOARD
Enforcement Action

[ ] Active RFls

PARENT
TYPE

Mitigation

FD3

Potential Non Compliance
Self-Certs

TFE

REQUEST RESPONSE
DATE DUE BY

Potential Non
Compliance

Potential Non
Compliance

Enforcem ent[};z:ti-:un

Mitigation

ENTITY
suBMISSION DATE T LIGABILITY STATUS

Align For Entities

NCR55555 Entity Editor 1

MODIFIED MODIFIED
BY ON

RF24-000313

RF24-000827

RF24-000529

RF24-000830

Potential Non
Compiiance

Potential Non
Compliance

Enforcement Action

Mitigation

2024-00123-P

2024-00146-P

2023-00159-E

2024-00123

NCR55555 - test confirm name change
in MRO

NCRS55555 - test confirm name change
in MRO
NCR55555 - test confirm name change
in MRO

NCR55555 - test confirm name change
in MRO

05/20/2024 06/19/2024

07/01/2024 07/31/2024
07/01/2024 07131/2024

07/01/2024 0713112024

CIP-002-5.1a R1

07/01/2024 CIP-002-5.1aR1 Awaiting Region Review
CIP-002-5.1a R1

CIP-002-5 1a R1

0 Home
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Responding to an RFI: Finding Record

Emails

For all RFls issued for a Finding

(Potential Non Compliance,

Enforcement Action), the registered E———

entity can view the RFI from the Periodic Data Submittals Entorcement Processing

HB My Open Findings

F,n dln g reco rd. Self-Certifications —

i MONITORING REGION DATE MODIFIED
Audits and Sle Cheacks O wemon UNIQUE_ID o LRe cUBMITTED REGISTRATION STANDARD START DATE CREATED BY o

Enforcement Processing

Audit 202450019 MRO 06/18/2024 NCRS5555 - test confirm name change in MRO CIP-008-6 06/18/2024

IRA and COP

Self-Report 202400123 MNCRS55555 - test confirm name change in MRO CIP-002-5.1a 05/20/2024

Self Report 2023-00159 It NCRS5555 - test confirm name change in MRO CIP-002-5.1a 05/05/2023

=y v —wrTy
i

|

N aV i ga te to t h e E n fo rc e m e n t Enforcement Proc,essing = [} Self-Report 202400146 M §6/15/2024 MCRS5555 - test confirm name change in MRO CIP-002-5.1a 06/18/2024
O
|

ProceSSing Module Mitigation Management

Request For Information

Click on unique Finding ID to Technical Feasibility Exception '
REQUESTOR RESPONDENT REQUEST REQUEST
view the Findin g recor d Attestations CONTACT CONTACT SENT DATE DUE BY

b

RF24-00082% MRO Editor 1 07/01/2024 07/31/2024

Scroll down on the Finding
Form to view the RFI section,
click on unique RFI ID to view
the RFl request

See RFl request image in previous slide.
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Responding to Notification Letters

Notification letters will appear in your My Align dashboard
as well as on the Finding record. To view the notification
letter on the My Align dashboard, navigate to My Align
module.

Click the Unique ID to open the notification (the dashboard view
will only show the first identified noncompliance record)

Enter comments in the Respondent Comments field

If you want to add a Contestation response to the disposition,
select a response from the dropdown (Disagree with Allegation,
Disagree with Mitigation requirement, Other, Penalty is too high,
Standard and/or Requirement does not apply).

Although the Disposition Object has a Contestation dropdown, you will not
always use it for all the Disposition types. Your CEA may provide additional
information to specify when/where you should provide a response.

Add any non-confidential Attachments

View all EAs and PNCs associated with the notification object
under the Related EAs and PNCs section.

Click the Save and Action to submit notification response to the
CEA or click Save to save as draft

MY TASKS

TYPE

UNIQUE 1D

STATUS

REGISTRATION

STANDARD
AND REGQ

Notice of Completion Letier

RFI for Finding

Compliance Exception Letter

2023-00159 | NO23-000438
2024-00123 | RF24-000818

2023-00159 | NO24-000603

2023-00159 | NO24-000603

Awaiting your Response

Awaiting your Response

Awvaiting your Response

MNCR355555 - fest confirm name change in MRO

MNCRS55555 - fest confirm name change in MRO

NCRS55555 - fest confirm name change in MRO

CIP-002-5.1a R1

CIP-002-5.1a R1

CIP-002-5.1a R1.

Type

From

Sent Date
Comments

Attachments

Response Due Date

Secure Evidence Locker
Instructions.

Notification

Compliance Exception Letter
MRQ Editor 1
July 1, 2024

Requestor Comments from the CEA for the
Test docx

July 31, 2024

Secure Evidence Locker Reference

entity on the C

Exception notice.

Response Attachments Attach file
J Acknowledged Date

Submit Evidence or Attachments related to this item via ERO Secure Evidence Locker (SEL) located at https

MROINCR55555[V12023-00159(V12023-00159,NO24-000603|||

If you are hosting your own SEL, please provide a hyperlink to your lacker in the comment section above.

Related EAs and PNCS

UNIQUEID

METHOD

Nofification 1D NO24-000603

Respondent Comments

| Respondent Comments - the entity can provide a response to the nofification

Contestation ‘

Disagree with Allegation

Disagree with Mitigation Requirement
Cther

Penalty is too high

Standard and/or Requirement does not apply

REQ

STARTDATE

2023-00159

202300159

Self-Report

Self-Report

CIP-0025.13R1

CIP-002-5.1aR1

| @ Previous Page
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Responding to Notification Letters

Enforcement Processing

The Notification letter can also be viewed B N My Align
from the Finding record. It is important to Risk and Planning

Self-Reports and Logs REGION

note that if there are multiple Enforcement OR LRE

. Periodic Data Submittals 1 &
Action violations associated to one B selrCertifcations 1 Do P
disposition object, the notification object will Audits and Spot Checks My Open Fincinge  [RIRE
. . . IRA and COP S
only appear on the main EA violation record —r

Enforcement Processing I MOHITORING UNIQUE_ID REGION DATE REGISTRATION STANDARD START DATE

Under the My FlndlngS Tab. Mitigation Management

Audit 2024-50019 MRO 06182024 NCR55555 - test confirm name change in MRO CIP-003-6 06/18/2024

Reouest For Information Self-Report 202400145 06/13/2024 NCRS55555 - test confirm name change in MRO CIP-002-5.1a 06/18/2024
N avigate to th e E nfo rce m e nt Self-Report 202400123 a 05/20/2024 NCRS55555 - test confirm name change in MRO CIP-002-5.1a 05/202024
P ro ce s S i n g m 0 d u | e Self-Report 2023-00159 — 05/05/2023 NCRS55555 - fest confirm name change in MRO CIP-002-5.1a 05/05/2023
NOTIFICATIONS
@ CIICk On the Unlque ID Of the : TYPE UMNICUE 1D BESPOMD BY

main EA violation record

. . : C liance Exception Leth MNO24-000603 0773172024
associated with the T e )
Notification |etter L] Notice of Completion Letter NO23-000438

@ Scroll down to the
Notifications section on the
Finding Record to view the
Notification letter
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Submitting Mitigating Activities

If you did not create and submit mitigation milestones during the submit finding process (see
Creating a Finding section on those steps), Align will automatically create a blank draft
mitigation record that can be submitted later. If mitigation was submitted to the CEA, you
will find the submitted mitigation ID under the My Active Mitigations tab. Periadic Data Submittals
Seli-Certifications

SEIN-REPUILS dind LUYs

After you submit mitigating activities or a Mitigation Plan, Align automatically creates a 60- ' Audits and Spot Checks ﬁ =
day review period for your CEA, even though the CMEP only requires that review period for IRA and COP : : ’ M 3 -
Mitigation Plans. If your CEA extends that review period, you will receive an email Enforcement Processing : ‘ S
notification and the due date will update in Align under the Status column. o J
Mitigation Management — =
Navigate to the Mltlgatlon Request For Information
Man ageme nt module Technical Feasibility Exception

Attestations

Mitigation Managem

Select the My Draft Mitigations tab
to see all mitigation records in draft
state “% My Draft Mitigations vy tigations Vitigations in Verification Consolidated Mitigations

a) Initial Mitigating Activities in Draft MY DRAFT MITIGATIONS
b) Mitigating Activities in Draft after request UNIQUE ID RS2 REGISTRATION oo, STRTDATE  CREATED HOPIFED ponEn
for ReViSion by the CEA .. 2 00159 ‘ ¥ test confirm name change in MRO CIP- 4 MR
c)  Mitigation Plan in Draft after request for — ) :POJF T o _ .
. . . ono o A 2 MROS NCRS55555 - fest confirm name change in MR( CIP-002-5. 2 MRO-US
Revision or request to submit as Mitigation i
P/an by th e CE A Mitigation Plan 2024-00166 MRO NC st confirm name change in MRO  CIP-D02-5.1 2 MRO-US
@ Locate the m itigatio n With the same es 2024-50019 MRO MNCRS5555 - fest confirm name change in MRO  CIP-008-6 J MRO-MB
Unique ID as your finding and click V4

the Unique ID to open
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Submitting Mitigating Activities

Emails

2024-00146

If you did not submit a mitigation when
you submitted the finding, the draft view e

ype  Mitigating Activities Related PNC ~ 2024-00146 CEA  MRO
Wi// have an additiona/fie/d Registered Registration  NCRS55555 - test confirm name change in MRO

- Applicable Requirement  CIP-002-5.1a R1 Registered Entity Contact  Please provide a peint of contact for this mitigation
Entity Contact that would allow the bl Parls) | CIP0025.1aR13, CIP 0025 1a 1.2, CP 02 5 1aR1.1. -

registered entity to indicate any relevant P mtontsy . Tis bl s ey
Region-Jurisdiction(s) in MRO-US \

contacts for the CEA. B

Relate Existing

General Information

FIRST NAME LAST NAME

FIRST NAME LAST NAME

@ Click the link icon in the Entity 1
Contact section

Click the checkbox next to the
correct contact

@ Click Confirm

0 Home | @ Previous Page Next Page @
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Submitting Mitigating Activities

Emails

If you did not submit a mitigation when 2024 00146
you submitted the finding, the draft General Information
view will have an additional fIEId Type  Mitigaling Activities Related PNC ~ 2024-00146 CEA MRO
Interim RiSk Reduction that WOU/d be Registration ~ NCR55555 - test confirm name change in MRO

S 3 Applicable Requirement  CIP-002-5.1a R1 Registered Entity Contact  Please provide a peint of contact for this mitigation.
USEfU/ to Comp/ete for mltlgatlng Applicable Part(s)  CIP-002-5.1a R13.; CIP-002.5.1a R1.2 CIP-002.5.1a R1.1 O erstaae R

Applicable Reliability GO; TO

activities or required to submit for Functon(s This abe s emply
Region-Jurisdiction(s) in MRO-US

formal Mitigation Plans. The registered e Hich th Pt

entity must include Steps that Wi/l Root Cause Mot available; PNC Review not yat complate
reduce or eliminate risk to the BPS while i ——

it is implementing mitigation. e)

Enter any Interim Risk Reduction — .
measures that you are taking Mitigation Milestones

D MILESTONE ID TYPE OF MILESTONE TASK MILESTONE NAME PLANNED COMPLETION DATE REVISED PLANNED COMPLETION ACTUAL COMPLETION DATE

To add milestones, scroll down to the + [ e
Mitigation Milestones section -

8 g2 Q Instructions  When ready for Region Review and Approval, Submit this Mitigation by selecting the "Submit for CEA Review" Action and clicking "Save and Action” below. By submitting the mitigating activities described above, | acknowledge that | have
CI I C k th e + I CO n tO a d d a m I I eStO n e authority to submit the mitigating activities on behalf of the Registered Entity.

Action No Action

Save and Action m Close
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Submitting Mitigating Activities

Select the Type of Milestone Task Milestone
from the dropdown IlSt Milestone Information

Type of Milestone Task W~ ‘

@ Enter a Milestone Name (do not Milestone Name & Remediting Acton
. . . o 5 - . Corrective Control
include any sensitive information in N

the milestone name) Deleciive Coniral

Other

) N Milestone
Enter a Milestone Description

Milestone Information

Type of Milestone Task 4 * | Corrective Control @
Milestone Name 4 Milestone Name Task 1 =+

Description of action Detailed Description of Milestone Name Task 1

The Type of Milestone Task and Planned Completion Date fields are
the only fields required by Align. However, your CEA will also look for

a description of the activities in the Description of action field. If you
send a mitigation with just dates and milestone types without any )

description of activities, your CEA will send it back for redrafting.

Planned Completion Date . 06/01/2024

The registered entity should include all milestone activities that have Actual Completion Date & | 05/31/2024

already been performed or that the entity will perform to mitigate
. Evidence and Attachments
the noncompliance and prevent recurrence. - ————— ! ———rr \ W
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Emails

Submitting Mitigating Activities 3

If the milestone has been completed, Milestone
p/ease add the ACtua/ Comp/etion Milestone Information
Date. The Actual Comp/etion Date Type of Milestone Task 4 * | Preventative Contro
Cannot be afuture date, SO Only Milestone Name Milestene Name Task 2
include the completion date if the
milestone has been completed.

Description of action & Detailed Description of Milestone Name Task 2

Planned Completion Date « 06/06/2024) | @

Evidence and Attachm

Select the Planned Completion et ConploGion Do @
Date @

Se | ect th ) Act ua I Co m p I et i on Data Locker Instructions  Evidence and Attachments must be submitted via Data Locker with a reference number that will be generated when you submit this Milestene and its parent Mitigation.
N Evidence Comments
Date (if known and already
completed)

Click the Update button to save
the milestone

Update Jwltr
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Submitting Mitigating Activities

In the draft status, if you are unable to remove
the actual or planned completion date upon save,
you might need to create a new milestone record
and delete the old record until a future release
resolves this issue. To delete a milestone task,
click on the check box next to the milestone task Mitigation Milestones
and then click the ‘delink’ button

MILESTONE ID TYPE OF MILESTOME TASK MILESTOMNE HAME PLANNED COMPLETION DATE REVISED PLANNED COMPLETION ACTUAL COMPLETION DATE
Miles MName Task 1
@ If you want to save the data you have
entered without submitting, click the
Save button

Instructions  When ready for Region Review and Approval, Submit this Mitigation by selecting the "Submit for CEA Review” Action and clicking "Save and Action” below. By submitting the mitigating activities described above, | acknowledge that

| have authority to submit the mitigating activities on behalf of the Registered Entity.
\
J Action ‘ Submit for CEA Reviev}
i Clo

Select the Submit for CEA Review
option from the Action dropdown

If you are ready to submit the
mitigating activities, click the Save and
Action button

ONO,
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Mitigation Status Progression

The mitigation record moves through the following stages.

1) Draft — The My Draft Mitigations tab (a) shows you all
mitigation records that are in the ‘Draft’ state. This includes any
mitigation records that are newly created or records that have
been sent back to the entity for revisions. If your CEA requests
revision on the mitigation record or converts the mitigation

record from Mitigating Activities to Mitigation Plan, the record 4) Active - Once your mitigation is approved, it will show as NEF‘[_

will show on the ‘My Draft Mitigations’ tab. Also, when NERC's Active. While in this stage, you can complete milestones, request [::T::IHE
I A

review results in the rejection of a Mitigation Plan, it will show milestone extensions, and add scope expansion, but if you need Only)

on the ‘My Draft Mitigations’ tab. Any record that has been sent
back to the entity will have a yellow triangle next to the record.

MY DRAFT MITIGATIONS

2) CEA Processing - This status indicates that the CEA is reviewing

the mitigation that you submitted. You may receive RFIs during
this stage to help the CEA complete its review. The record will
show on the My Active Mitigations tab (b).

Mitigation Management

3) NERC Processing - If your CEA converts your mitigating
activities to a Mitigation Plan, it will undergo NERC review after
you re-submit it. The record will show on the My Active
Mitigations tab.

to edit anything else (modify the milestone details or
add/remove a milestone record), you will need to have your CEA
send it back for a revision. The record will show on the My Active
Mitigations tab. You cannot notify the CEA that you have
completed all the mitigation actions until the mitigation record is
in the Active state. For it to be in the Active state for Mitigating
Activities, the CEA has to have accepted the Mitigating Activities.
For it to be in the Active state for formal Mitigation Plans, the
CEA has to have accepted the Mitigation Plan and NERC has to
have approved the Mitigation Plan.

Mitigation

Mitizating Activities Only

Verification

Mitigation Process Summary

Consoclidated Mitigations “- Completed Mitigations

- Mitigations in Verification ¥
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Mitigation Status Progression

5) Verification - Once you complete all milestones, and the
mitigation record is in the Active state you will submit the
mitigation for verification review by the CEA. The status will

change to Verification and the mitigation will no longer be Processing
editable. You may receive RFIs during this stage as well. The ) : i [Mit Plan
record will show on the Mitigations in Verification tab (c). 8) If the CEA consolidates a PNC record into an existing EA Only)

6) Incomplete - If your mitigation does not pass Verification
Review, your CEA will send it back as ‘Incomplete.” Unlike other
revisions, this will show up on the My Active Mitigations tab
rather than in your ‘My Draft Mitigations’ tab and will indicate a
status of ‘Active Returned as Incomplete’.

L]
HH Mitigation Management N

7) Complete - Once a mitigation record has been marked
Complete or Verified Completed by your CEA, its status will
change to Complete and will show on the Completed
Mitigations tab (e).

record, the mitigation record for the consolidated issue will show
on the Consolidated Mitigations tab (d). If consolidation takes
place, the registered entity will need to work with the CEA to
modify the mitigation record to take into account all milestone
activities for each of the noncompliance.

s o

Mitigation

CEA
Processing

MERC

Mitizating Activities Only

Verification

Mitigation Process Summary

% My Draft Miti ' “

Mitigations in Verification ¥ Completed Mitigations

Consolidated Mitigations 4
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Updating Mitigations: Mitigation RFIs

If your CEA needs more information to complete

v: N Mitigation Submitting Milestone Completing Scope Sun‘.li.ttin. or Complete Incomplete Consolidated g
2Ltz RFls Mitigation Extension Milestones ~ Expansions Verification Status Status Mitigations =022

Progression

Plan Regue Review

2024-00123 | RF24-000830

their review of your mitigation record, they may

send an RFI for Mitigation. If your CEA sends an

RFI, it will not change the status of the mitigation
record, but you will see the RFl appear on your

My Align dashboard, the mitigation record, and

the Request for Information module.

To respond: ¥ yAlign

f8 My Dashboard ai
Click the Unique ID of the RFI for Mitigation
on My Align dashboard (a copy of the RFl is
also visible from the mitigation record and AieN

the Request for Information module) Welaome o Align. tre ¢

[ ] Assigned To Me

Parent Source

Applicable
Standard/Requirement

Related Registration
Requestor

Requestor Comments
Requestor Attachments
Request Sent On

Response Due By

Secure Evidence Locker
Instructions

Request for Information

202400123

1P -51aR1 Respondent Cc enis” o . o "
CIP-002-5.1a Reapornident Comments nt Comments: This is where the registered entity can provide a response. In the checkbax

balow "Uplaad to SEL” is whera the registered antity can indicata if they have uploaded evidancs to
MNCRS555E - test confirm name change in MRO \ the SEL.

MRO Editor 1
tiest

Note: You cannol proceed in the workflow until the are filled in. (] the SEL. please check the box for Upioad lo
July 1, 2024 oy
July 31, 2024 Upload to SEL  +*
Evidence
Submit Evidence or Attachments related to this tem via ERD Secure Evidence Locker (SEL) located at 2 i -infrastructure with the following reference number:

For evidence related to CIP-002-5.1a R1. use: MROINCR55555[VI2024-00123|V12024.-00123,RF24-000830|CIP-002-5.1a|R1.|

If you are hosting your own SEL, please provide a hyperdink to your locker in the comment section above

manage Mitigation, sub Action
and Compliance Oversi
Action  Respond
H Save and Acion wil acknowledge receipl of this Request and send back any responss you have provided Save will siore any response you have provided, but will neither acknowledge receipt of this Request nor send any response.
Enter any comments into the Respondent
Comments field
— — —
B TYPE UNIQUETD STATUS REGISTRATION
If you have any evidence that needs to be Ao Ao
u p I Oa d ed tO th e S E L u p I Oa d th e evid e n Ce E-) D Motice of Completion Letter 2023-00159 | HO23-000438/ Awaiting your Response MNCRS55555 - test confirm name change in MRO CIP-002-5.1a R1
)
us | n g th e refe rence num be r p rOVi d ed an d O RFI for Finding 2024-00123 | RF24-000515 Awaiting your Response NGRS5555 - fest confirm name change in MRO CIP-002-51a R1
CheCk the bOX next to Upload to SEL O Mitigating Activitieg, 2024-00123 MRO Resubmit NCRS5555 - test confirm name change in MRO CIP-002-5.1aR1
Compliancg 2023-00159 | NO24-000603 MRO Awaiting your Response MNCRS55555 - fest confirm name change in MRO CIP-002-51aR1
. |
CI iC k Save an d Action |f yo u are rea dy tO Oa RFI for EA 2023-00159 | RF24-000829 MRO Awaiting your Response NCRS5555 - fest confirm name change in MRO CIP-002-5 1a R1
O RFI for Mitigation 2024-00123 | RF24-000830 MRO Awaiting your Response NCRS5555 - test confirm name change in MRO CIP-002-51a R1

submit the RFl response to the CEA and click
Save if you are still drafting a response
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Updating Mitigations: Submitting Mitigation Plans SN

If your CEA decides that the Mitigating My Align
Activities you submitted need to be converted 0y Dashboard and Tooks
into a Mitigation Plan, they will send it back to 1 Assigned To e General Information
you to resubmit. en Type Witgation Plan

Registration  NCRE5555 - test confirm name changs in MRO

2024-00123

‘Welcome to Align, the comprehensive tool designed as a shared platform for the ERO Enterprise Compliance Maonitering and Enforcement Program. This is youl . .
manage Mitigation, submit and/or respond fo Periodic Data i . Self-Certil ions, and ical F ibili i ou can also respond fo Applicable Requirement  CIP-002-5.1aR1

oy, ® . A and Compliance Oversight Plans. Training materials for each module are available at hitps./firaining nerc.net/ .
To open the Mltlgatlon Plan, EITHER: Applicable Partls)  CIP-002-5 1a R1.3 ; CIP-002-5 12 R1 2. CIP-002-5 1a R1 1

Applicable Reliability GO; TO
Function(s)

Click the Unique ID of the Mitigation Plan on , | e ich the Potantil
the My Align dashboard (status will be e \ e e
‘Submit as Mitigation Plan’)

O TYPE UNIQUE ID STATUS
-_®

E-) | D Mitigation Plan 2024-00123 M Submit as Mitigation Plan

Entity Assigned to

l:‘ Nofice of Completion Letter 2023-00159 | NO23-000433 M Awaiting your Response I:‘ FIRST NAME

...OR...

Go to the My Draft Mitigations tab and click
the Unique ID of the Mitigation Plan. As with
Mitigation Plans, if your CEA returns a
mltlgatlng aCtIVIty for reSmeISSI()n’ Allgn WI” CEA Comments  The CEA requests that this mitigation record be converted to a Mitigation Plan
show the yellow triangle icon to alert that it TYPE uniauen REGISTRATION : New Submission Due Data

Review Results and Due Date

Region Review Results ~ Submit as Mitigation Plan

MY DRAFT MITIGATIONS

Mitigatin .
was returned ;th,itiesg 2023-00158 MCR55555 - test confirm name change in MR

Root Cause and Interim Risk Reduction

Mitigation Plan 2024-00123 MCRS55555 - test confirm name change in MR

If your CEA asks you to resubmit a mitigation S
record, they will include an explanation for s
the request in the Review Results and Due
Date section (a).

2024-00146 MCRS55555 - test confirm name change in MR

Mitigating

Activities 2024-50019 MCRS55555 - fest confirm name change in MR(
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Updating Mitigations: Submitting Mitigation Plans

General Information

Type  Mitigation Plan Related PNC  2024-00123

Registration  NCRS5555 - test confirm name change in MRO

Click the Link icon to add a

Applicable Requirement  CIP-002-5.1a R1 Registered Entity Contact  Please provide a point of contact for this mitigation.
Registe red Entity Contact Applicable Partfs)  CIP-D02-5.1a R1.3; CIP-002-5.1a R1 2; CIP-002:5.1a R1.1 P N GRS NAE
(required for Mitigation Plans) . - :
Region-Jurisdiction(s) in MRO-US \/
which the Potential
. . . Noncompliance occurmed
Enter an Interim Risk Reduction 4
statement (required for Mitigation Entity Assigned to
Plans, but the entity should include PRST Nk LasT e
steps that will reduce or eliminate . Thi tbie s emply
risk to the BPS while it is
implementing mitigation)
Review Results and Due Date
Add a ny m ilestones or other Region Review Results  Submit as Mitigation Plan
information re gueste d by your CEA Comments  The CEA requests that this mitigation record be converted to a Mitigation Plan
H Mew Submission Due Date
CEA. Then, select Submit for CEA
Review from the Action dropdown T .
Root Cause and Interim Risk Reduction
Hoot Cause  Not available; PNC Review not yet complete
Click Save and Action if r ; . .
c ; ; .you. a e Interim Risk Reduction :: Paragragh v | A v Helvetica Neue v 1dpx = E\( B I W m = .E ty Timestamp |
ready to submit the mitigation - .
Interim Risk Reduction - The registered entity must include steps that will reduce or eliminate risk to the BPS while it is implementing mitigation. The risk reduction steps must be specific for the risks identified. This step is especially critical far
record tO the CEA for rev'ew a nd \ m'rﬁga‘lim;fi‘ﬂllunger durations. For formal Mitigation Plans, the registered entity must included the anticipated impact of the Mitigation Plan on the BPS rEIiabilyB;Sndmacﬁonplanlu mitigate any increased risk to the reliability of the BFS while the
itigatis lan is being impk d. It should include those steps that the registered entity has implemented and are in place to reduce or aliminate risk to the K
click ‘Save’ if you are still drafting psructions
When ready for Region Review and Approval, Submit this Mitigation by selecting the Submit for CEA Review Action and clicking Save and Action below. By submitting this Mitigation Plan, | acknowledge that | have authority to submit the

Mitigation Plan on behalf of the Registered Entity and acknowledge that | am:

1. the point of contact for the Mitigation Plan,

2 responsible for filing the Mitigation Plan

3. technically knowledgeable regarding the Mitigation Plan, and

4. authorized and competent to respond to questions regarding the status of the Mitigation Plan.

Action | Submit for CEA Review "
-
— WTIN7ZTY 778 :
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Updating Mitigations: Milestone Extension Requests

S

To request a mitigation milestone extension: Mitigation Management

< My Active Mitigations
Navigate to your My Active

Mitigations

MY MITIGATING ACTIVITIES AND MITIGATION PLANS

REGION REGISTRATION DATE COMPLETION STANDARD REGIOMN AND

TVYRE UNIQUEID 4 o0 \RE SUBMITTED  DATE REQ JURISDICTION

START DATH

i iti H Mitigating Activities 2024-00146 MRO MCR55555 - test confirm name change in MRO 071032024 CIP-002-5.1a R1 MRO-US 06/18/2024
Click on the relevant mitigation Miigating Actvities ge in M 202

record to highlight it (do not click the (

Unique ID, so click on any place in the ‘)
row except the hyperlink)

Click the + button in the Request
Extension column for the milestone
you need to extend

Align will allow you to submit a milestone extension

request after the milestone due date, but you should try to

submit these requests at least five days prior to the due

date per the CMEP. Page | 1 |off

RELATED MILESTONES [x]
Milestone extension requests can only be requested on

milestones without actual completion dates. If you already
have an actual completion date that is no longer accurate, e

you will need to first remove the actual completion date —  Control Ms2400523 Hisstone e et 2
for that milestone in the ‘Related Milestones’ portlet and ‘
save that milestone record. Upon refreshing the ‘Related J
Milestones’ portlet the ‘+’ icon should appear under the

Request Extension column.

[ TYPE OF COMPLETION REQUEST
L] MILESTONE UNIQUE ID MAME DUE DATE DATE EXTENSION CREATED BY MODIFIED=BR=BY MODIFIED=BR=0N

e Comective 2024-00146
— Control MS24-00527

Milestone Mame Task 1 060172024 05/31/2024 07/02/2024

06062024 0710212024
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Updating Mitigations: Milestone Extension Requests

Emails

Create Milestone Extension Request

@ Enter your Proposed New —
I Ilestone Extension Reques

Planned Completion for the . e ——
Mitigation ~ 2024-00146 ropose Cus‘"‘;mz::‘* 07/15/2024

milestone Related Milestone  2024-00146 | MS24-00528 .
«
b

Explanation & Paragraph v A v HelveticaNeue ~ 14px v | By -

Milestone Name  Milestone Name Task 2

Compliance Enforcement  MRO Milestone Extension Request Explanation - needed additional fime to perform this task.

@ Provide an Explanation for the ety )

proposed change /4

@ Click Update to submit

If your CEA approves the milestone extension

request, Align will send you an email

notification and you will see the updated

planned completion date on the mitigation

record. If your CEA rejects the milestone

extension request, they will contact you to e
indicate the request was rejected, and the J
milestone will continue to have the original

planned completion date.

Close
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Updating Mitigations: Completing Milestones

When you have completed all the mitigation
actions, you can certify completion by putting in
the actual completion dates for the milestones.
This will auto-populate the completion date for
that milestone on the mitigation record. As you

Mitigation Management -

- My Active Mitigations
MY MITIGATING ACTIVITIES AND MITIGATION PLANS

Submitting Milestone Completing Scope Sun:\i.ttin. or Complete Incomplete Consolidated g
Mitigation Extension Milestones Expansions Ve”f"fat'on Status Status Mitigations £mails |
Plan Reque NN Review

2024-00146 | M524-00528

Milestone Information

Type of Milestone Task  Preventative Control

Milestone Name  Milestone Name Task 2

Description of Task  Detailed Description of Milestone Name Task 2

0 Tvee UNIQUEID a gi‘i‘é’g REGISTRATION gﬁ:}ﬁﬂITTED gg1|}ﬂEPLETION
Comple te mlt’gatlon mIIEStoneS/ yOU’// need to B [ igslngAciviies 202400146  MRO NCRS5555 - fest confinm name change in MRO 0710372024 Planned Completion Date  June 6, 2024
indicate the completion date in Align. Revised Completion Date |
0 Actual Completion Date & 06/04/2024
To do this: & )
Evidence 7

Open the mitigation record from the My
Active Mitigations tab

2024-00146
Scroll to the Mitigation Milestone section
and click the Milestone ID

Review Results

Region Review Results  Accept

Enter the Actual Completion Date

CEA Comments

Click the Save button

Mitigation Milestones

Secure Evidence Locker  Submit Evidence or Attachments related to this item via E

Instructions

MRO|NCR55555|VI2024-00146[V12024-00146,MI2024-0(

Evidence Comments

click here to print

MILESTONE ID \ TYPE OF MILESTONE TASK MILESTONE NAME PLANNED COMP
MS24-00527 J Corrective Control Milestone Name Task 1 06/01/2024
o, . . . —
When you have Comp/eted a// the mltlgatlon actlons’ MS24-00528 . Preventative Control Milestone Mame Task 2 06/06/2024
yOU can Cert/fy Completlon by puttl'ng In the actua/ Note:Once all milestones have been completed make sure you submit far CEA Verification.
completion dates for milestones. This will auto- T

populate the Entity Completion Date on the mitigation

record.

E3 o
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Updating Mitigations: Removing a Milestone
Completion Date

If you need to remove the actual completion date
from a milestone, you can delete it and Save, or it
can be modified to a different date and Saved.

2 TYPE UMIGUE 1D REGISTRATION
To do th IS : “ ORLRE SUBMITTED DATE REQ JURISDICTION
.

Emails

Mitigation Management

“ My Active Mitigations

START DATH

Mitigating Activities 2024-00145 MRO MCR55555 - test confirm name change in MRO' 070372024 06/04/2024 CIP-002-51a R1. MRO-US 06/18/2024
i o com o thara S T
: g’ i S ( 2024-00146 | MS24- 8
highlight the row of the mitigation record you
want to remove the actual completion date (do Milestone Information

not click on the Unique, so click on any place in Ty of Milestone Tosk Preventative Conto
the row except the hyper“nk) Milestone Name  Milestone Name Task 2

Description of Task  Detailed Description of Milestone Name Task 2

Planned Completion Date  June 6, 2024

Find the milestone that you want to remove the Fedsed Completion bate. ]
L —

2 = Actual Completion Date
actual completion date for in the Related

Milestones portlet at the bottom of the page page [ Evidence

an d Cl | Ck on th e U 1] i q ue I D Of th em | I esto ne | D LTS T e Secure Evicltla‘\:scte;ul_:c;ﬁ)k:; Submit Evidence or Attachments related 1o this item via ERO Secure E—

MROINCR55555|VI2024-00146/V12024-00146,MI2024-00146, MS24-

TYPE OF
ullestone  UMIGUEID MAME Eyidence Comments MODIFIED=BR=BY MODIFIED=BR>ON

Delete the Actual Completion Date Comccive 202400146

Control M524-00527

O Preventative 2024-00146
GCaontrol M524-00528

Milestone Name Task 1 07/02/2024

Milestone Name Task 2 0710372024

C|ICk Save click here to print

On the ‘Related Milestones’ portlet, you will RELATED MILESTONES
need to refresh the portlet and then you will see <7 AEmersetst
that the completion date for that milestone has e ome  COMPLETON  REGUEST

MILESTONE DATE EXTENSION

been removed and the Request Extension + Corechve 202400145 W

Control eaianz Milestone Name Task 1

button has appeared o AW e ame Tesk2 j\m :[+
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Updating Mitigations: Scope Expansions

If your mitigation expands
the scope of the issue:

Select Yes from the scope
expansion dropdown

Enter an Explanation for why
the scope has expanded

RESPONAing 1O
Notification
Letters

upmitiing
Mitigating
Activities

viitigatio
Status
Progression

Submitting for
Verification
Review

Milestone
Extension
Regue

Submitting
Mitigation
Plan

Consolidated
Mitigations

Incomplete
NEITH

Complete
Status

Scope
Expansions

Completing
Milestones

Mitigation

REls Emails

N
N\

Has the scope of this
issue expanded as a result
of these mitigation steps?

| Yes

Explanation £3 | Paragraph v A v | Helvetica Neue ~ 14px v~ B~ B I Y B = = F  Timestamp

Explanation for the scope expansion|

Action*

Submit for CEA Verification

I am an authorized representative of the Registered Entity and confirm, on its behalf, that the Mitigating Activities as described above have been completed.

By submitting the Mitigating Activities for Certification of Completion, | acknowladge that | have authority to submit the Mitigating Activities on behalf of the Registered Entity and certify that:
1.1 am an officer, employes, attorney, or other authorized representative of the Reqgisterad Entity;

2. All required actions described in Mitigating Activities have been completed; and

3. The Registered Entity has provided or will provide data or information sufficient for the

Compliance Enforcement Authority to verify completion of the Mitigating Activities.

Save and Action m Close

72X
=
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Updating Mitigations: Submitting for Verification Review

Once you have completed your b ‘
mitigation milestones, you’ll submit , S ZA
the mitigation to your CEA for \ %
verification: — l \
Has the scope of this [0

issue expanded as a result
of these mitigation steps?

Explanation £3 | Paragraph v A v Helvetica Neue ~ 14px v~ @B~y B I VY B == ¥
Select Submit for CEA Explanation for the scope expansion|

Verification from the Action
dropdown

;
Action” | Submit for CEA Verification ~

I am an authorized representative of the Registered Entity and confirm, on its behalf, that the Mitigating Activities as described above have been completed.
. g By submitting the Mitigating Activities for Certification of Completion, | acknowladge that | have authority to submit the Mitigating Activities on behalf of the Registered Entity and certify that:
Cl |Ck th e Sa\[e a nd Act ion 1.1 am an officer, employes, attorney, or other authorized representative of the Registerad Entity;
2. All required actions described in Mitigating Activities have been completed; and
b UttO n 3. The Registered Entity has provided or will provide data or information sufficient for the

Compliance Enforcement Authority to verify completion of the Mitigating Activities.

Save and Action m Close
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Review

RFls Milestones Expansions

Mitigation Extension

Oum

-+ Mitigations in Verification

After the entity submits the mitigation for
Verification review, the record will appear on the
Mitigations in Verification tab. If the CEA issues
any RFls during this review, the entity can access . —

the RFl on this tab. e ORiRe  PEGISTRATON Rk SorispicTION

D Mitigating 2024-00148 NC m name change il

(11]
"
ane

Mitigation Management

s 4 MyActve

MY MITIGATIONS IN VERIFICATION

Navigate to the Mitigations in Verification tab
to view all the mitigation records that are in the
Verification review state with the CEA

Click the Unique ID to view the mitigation
record

Mitigation Management v

O,

Iy Active Mi ns s in Verification - Consolida

If your CEA marks the mitigation record as
Complete or Verified Complete, it will show up as
Complete on your Completed Mitigations tab.

REGION Ec 5 . REGION AND DATE
OR LRE USDICTION SUBMITTED

Mitigating Activiti

Review Results and Due Date

NaVIgate to the completed Mltlgatlons tab to Region Review Results  Accept NERC Review Results
VieW a” the mitigation records that are in the CEAComments  C - i t ified Comple i firmed this has been cam oy NERC Comments
nt fied ¢ fication Action - The C .

complete state (this includes mitigation records : : P
tied to failed preliminary screens, and dismissals) : o bl v st 2 teteonao addracs o provanton o

Click the Unique ID to view the mitigation record
to view any comments in the ‘Review Results and et ) e Cor The CEAbas confimed i has ,

7 \ 0 . 4 y . Shared with Entity 7/ & e i on - The nined that th v & estones dates do not match the evidence, please modify MS2. /2024 to reflect the evidence date.
Due Date’ section or the ‘Verification’ section.

OBNO
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Accessing Creating Updating Responding B e PR il \ - f
the Notification Mitigating Status RFls Mitigation Extension Milestones Expansions Verification Status Status Mitigations Emails

Align Dashboard  2finding  aFinding to an RFI Letters Activities Progression olan R e Revew

Updating Mitigations: Incomplete Status

AN
- = AV

If your CEA determines there is an issue ” |

with the Verification review, your CEA will Mitigation Management
send it back for you to address any T " Ny Actve Mitgations

Con Cerns MY MITIGATING ACTIVITIES AND MITIGATION PLANS

REGION DATE COMPLETION STANDARD REGION AND
O TYPE UMIQUEID & OR LRE REGISTRATION SUBMITTED DATE REQ JURISDICTION START DATE STATUS

2024-00146 Active
E—) O Miligafing Activilies MRO MCR55555 - fest confirm name change in MRO 07032024 07/03/2024 CIP-002-5.1a R1 MRO-US 06/18/2024 ;:-u:ned =5 Incomplats

Navigate to the My Active Mitigations U

@ tab and click the Unique ID of the J
Incomplete mitigation, the status will :
show as ‘Active Returned as Vorifention

Incomplete’
CO p ete \ CEA Verification Action  Incomplete
Verification Comments  The CEA determined that the Verification Review indicates the mitigation milestones dates do not match the evidence, please modify MS324-00528 with 7/1/2024 to reflect the evidence date.

Shared with Entity
Scroll down to the Verification section,
read the CEA’s comments and update
the mitigation according to the
Ms24-00527 Corrective Gontrol Milestone Mame Task 1 06/01/2024 0573172024
CO m m e nts M524-00528 Preventative Conirol Milestone Name Task 2 06/06/2024

Mitigation Milestones

MILESTONE ID TVPE OF MILESTOME TASK MILESTONE NAME PLANNED COMPLETION DATE REVISED PLANNED COMPLETION ACTUAL COMPLETION DATE

MS24-00529 Preventative Control Milestone task 3
TO res u b m it fo r Ve rifi cat i O n revieW’ Note:Once all milestones have been completed make sure you submit for CEA Verification.
select Submit for CEA Verification in LS.
the action dropdown and then click e Action” | Submitfor CEA Verficatior

the Save and Action button e .. B
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Accessing Reviewi) ing pdating ponding T P . S itigati Submitting Milestone pleting Scope Submitting for Complete Incomplete Consolidated
Accgssm the Cre.at|'n v qat.m Respondip Notification Mitigating Status Mlt;;::mn Mitigation Extension i;I)iT;stlz:-:zs Expansions Verification Status Status Mitigations s
g Dashboard  AFinding g eaFinding toan RFI Letters Activities Progression ek Pt e Rarlestaies o SR Status

Updating Mitigations: Incomplete Status

If the CEA determines that the mitigation milestones

need to be modified to address the verification, the
CEA will first indicate that the Verification was found
to be Incomplete and then the CEA will request a
revision, which will send the mitigation record back to 0 Tvee omauED & FESON  pegisTRaTioN STANDARD rEQ REGIONAND  spor pure

CRLRE JURISDICTION

the My Draft Mitigations tab. |:-) l:‘ Mitigafing 2024-00146 MRO MCRS55555 - test confirm name change in MRO CIP-002-5.1a R1 MRO-US 06/18/2024

Activities
Navigate to the My Draft Mitigations \
@ tab and click the Unique ID of the
mitigation record, the record will have
a yellow triangle indicating it has been
sent back for revision

Mitigation Management v

“ My Draft Mitigations

Review Results

CEA Comments  As part of the Verification review, the CEA has determined that the milestones need to be modified, please review and add a milestone to address the prevention of recurrence.

Mitigation Milestones

TYPE OF MILESTONE TASK MILESTONE NAME PLANNED COMPLETION DATE REVISED PLANNED COMPLETION ACTUAL COMPLETIOM DATE

Carreciive Control 0670172024 053172024

Milestone Name Task 1

. MS24-00527
section to read the CEA’s comments
and update the mitigation according to B o |
the comments

@ Scroll down to the Review Results

MS24-00528 Preventative Control Milestone Name Task 2 06/06/2024 0710372024

Instructions  When ready for Region Review and Approval, Submit this Mitigation by selecting the "Submit for CEA Review” Action and clicking "Save and Action” below. By submitting the mitigating activities described above, | acknowledge that | have
authority to submit the mitigating activities on behalf of the Registered Entity.

@ To resubmit for CEA review, select cton S e T 3
Submit for CEA Review in the action e

dropdown and then click the Save and
Action button
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INecessin Reviewing Creating Updating Responding MR, S AR Mitigation Submitting Milestone Completing Scope SUb”.“.tt'n. for Complete Incomplete Consolidated e

Accessing the =t ol Notification Mitigating Status RFls Mitigation Extension %, Exbarimes Verification i Status Mitigations Emails
Align Dachbanrd e Finding a Finding to an RFi Letters Progression o2 lan Reauia) CASAS £Xpansions Roviow L e Mitigations

If your CEA consolidates more than one of your findings under
the same Enforcement Action, only one of the mitigations
associated with those findings will stay active. The rest will
move to the Consolidated Mitigations tab.

Click the Unique ID of any consolidated mitigation to
review

All consolidated mitigations are read-only, so you cannot
edit anything at this point. However, Align preserves the

mitigation in case you need to copy any information from
the consolidated mitigation into the active mitigation

If you need to add information from a consolidated
mitigation to an active one, your CEA will need to send the
active mitigation back to you as a revision. Like all revisions,
the mitigation will appear on your ‘My Draft Mitigations’
tab with the yellow triangle icon.

Click the Unique ID to open the mitigation record and
add any information that was on the consolidated
mitigations but not on the active mitigation

Select Submit for CEA Review from the Action dropdown

Click Save and Action

see e
H Mitigation Management v

My Draft Mitigations 4 My Active Mitigations 4~ Mitigations in Verification < Consolidated Mitigations Completed Mitigations

CONSOLIDATED MITIGATIONS

REGION

REGISTRATION Al STANDARD
ORLRE - 2

UNIQUE ID

z O Mitigation Plan 23 MRO ! st confirm name

2024-00123
Review Results
CEAComments  The CEArequests that this mitigation record be converted to a Mitigation Plan
Mitigation Milestones
E OF MILES As 5 M LA COMPLETION DATE REVISED PLANNED COMPLETION ACTUAL COMPLETION DATE
Note: For the mil he CEAmay agree to a mutu i e stones, typically no mor (3) mo The CEA maintains discretior s e based on factors such a:
Mitigating A o the Bulk Power System rding the timefray e o he milestones

Instructions  THE RELATED NONCOMPLIANCE HAS BEEN CONSOLIDATED. Review the Mitigation for the: Finding under which the noncompliance was consolidated to confirm it includes appropriate Mitigations to address the circumstances of this
Finding

Action

Mitigation Management v

Review Results

CEAComments  As part of the Verificati e CEA nined that the need to be modified, please rev and add a milestone to address the prevention of

Mitigation Milestones

MILESTONE ID ASK M NNED COMPLETION DATE REVISED PLANNED COMPLETION

Instructions e < "Submit for i ubmitting the mitig

Action

T T T ey T s
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Accessing the Creating Updating  Responding Notification Mitigating Status M|t';Fe::|on Mitigation Extension iziﬁnstlf):n EXS;::S:)”S Verification Cc;rtr;tllite
Align Dashboard  AFinding g eaFinding to an REi Letters Activities Progression o plan R Revew e

Updating Mitigations: Consolidated Mitigations

AN
- = AV

If the CEA consolidates a finding, the registered
entity will receive an email indicating the
finding that it was consolidated into.

*e
1]
..

Enforcement Processing

HH My Open Findings H My

MY OPEN FINDINGS

Incomplete
Status

CREATED BY

O mngo%RING UNIQUE ID EEGL'SS gﬂ;ﬁmm REGISTRATION STANDARD REQ START DATE
The registered entity can also search for 20200148 _ ] .
K |:-) D Self-Report (Consolidation) MRO 0615872024 MCRS55555 - test confirm name change in MRO CIP-002-5.1a R1 06/18/2024
consolidated records under the Enforcement
Processing drop down under the ‘My Open
Findings’ or the ‘My Closed Findings’ tab. If a
consolidation took place, the registered entity
2024-00123

can see this in the Unique ID column.

©,

Monitoring Method ~ Seff-Report

General Information

Navigate to the Enforcement Processing
module and find the Unique ID on the ‘My

Registration  NCRS5555 - test confirm name change in MRO
CONSOLIDATED FINDINGS
Applicable Requirement  CIP-002-5.1a R1

. . ’ ‘ . . ’ O TYRE UHIQUEID :Eg‘_,?::;éﬁf Applicable Part(s) ~ CIP-002-5.1a R13
Open Findings’ or the ‘My Closed Findings Stz a2
O Seli-Report 2024-00123 CIP-002-5.1a R1 dreiaRtl

Applicable Reliability GO
Function(s) TO

tab. The Unique ID column will indicate a
consolidation took place.

Assigned to

Assigned To:

To view the consolidated finding, click on the
Unique ID and scroll down to the
‘Consolidated Findings’ section

Discovery and Description

When was the Potential ~ 05/20/2024
ddddddddd
How was this Potential  Draft Test Language
Noncompliance
discovere d? *

Please describe the  Draft Test Language

Click on the Unique ID to view the VA Potne Nonccmpire
consolidated finding details \
Extent of Condition and Root Cause

W —— Eamma -

0 Home | @ Previous Page

Consolidated
Mitigations

BY

Region — Jurisdiction in
which the Potential
red

Noncompliance o

ot n -
Jurisdiction(s) where you
are reporting this Potential
Noncompliance

When did the Potential
Noncompliance start? *

What is the basis for your
selecting this start date? *

Is the Potential

Noncompliance still

occurring? *

When did you return to
compliance?

MODIFIED

MRO-US

05/20/2024

Draft Test Language

No

08/20/2024

Next Page @
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: Reviewin < 5y X nespondaing to 2U0mMItting
Accessing Tg Creating Uijat.'nﬁ Responding Notification Mitigating
Align Db aFinding  aFinding toan RFI Letters Activities

Emails associated with the Finding Record are
sent to the PCC and ACCs
* New Finding has been submitted

* Registered Entity Notification that PNC has passed
screening

* Registered Entity has been sent a Notification for EA
For Your Awareness

* Registered Entity receives notification CE/FFT has been
completed for EA

* Notification of Completion of Enforcement Action
(Settlement/NOCV) for EA

* Consolidation - PNC has been linked to an existing EA
* Finding RFIs - Review and Respond to RFI

* Finding RFIs marked Incomplete - Review CEA
Comments on RFl and Submit Revised Response

AR Mitigation Submitting Milestone Completing Scope Submitting for Complete Incomplete Consolidated |

Status o ) - \ Verification e Emails
AL REls Mitigation Extension Expansions eritica Status Status Mitigations Seeatil
P Sion Milestones EXpansions Review _ _ Mitigations

Emails associated with the Mitigation Record
are sent to the PCC and ACCs

* CEA has rejected a Mitigation Plan/Mitigating Activity (CEA Review
to Draft)

* CEA has rejected a Mitigation Plan/Mitigating Activity (Active to
Draft)

* Mitigating Activities have been Converted to Mitigation Plan -
Action Required

* CEA Mitigation Plan Review Period Extension

* NERC Mitigation Plan Review Period Extension

* CEA Mitigating Activities Acceptance

* CEA Mitigation Plan Acceptance

* Registered Entity Notification of NERC Mitigation Plan Approval
* CEA Mitigation Plan/Mitigating Activity Certification Rejection

* CEA Accepted Mitigation Plan/Mitigating Activity Completion

* CEA Completed Mitigation Plan/Mitigating Activity Verification

* CEA has selected a Completed Mitigation Plan/Mitigating Activity
for verification

* Mitigation Milestone date changed
Mitigation RFls - Review and Respond to RFI

0 Home | @ Previous Page Next Page @
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