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Align Enforcement and Mitigation User Guide

Welcome to the Align Enforcement and Mitigation Registered Entity User 
Guide.  Along with the Align instructional videos, this user guide will help 
you navigate through all of the features included in these modules.  Click on 
a topic in the list below or in the ribbon above to begin.
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Enforcement and Mitigation Process Flow

The diagram provides a high level process 
flow of the life cycles of the noncompliance 
and mitigation records. 
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Accessing Align
For the first time you need to access Align, you need to go to the ERO Portal 
to login to your account by clicking on My Account. If you do not have an 
ERO Portal Account, please follow instructions in Align User Guide - 
Registered Entity Request Access Process

From the ERO Portal, select Request Application Access from the My 
Applications dropdown

Click the Create New Application Access Request button

Select your entity

Select the role that you need from the Requested 
Application Role dropdown: 

Align Registered Entity Editor (able to create/edit findings)
Align Registered Entity Reader (able to read findings)
Align Registered Entity Submitter* (able to create/edit/submit findings) 

*This role is needed to submit evidence to the SEL. 

Click the Submit button
The Registered Entity Admin can also manage roles of its entity staff. The 
Registered Entity PCC or Entity Admin need to approve these roles.
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Accessing Align

To access the Align solution, please click here: 
https://nerc.bwise.net/, as an entity user 
select “External Stakeholders"

Enter your Align User Name and Password 
associated with your ERO Portal Account, 
then click Sign In

You will have to complete the two-factor 
authentication prompt

Click on the Align for Entities honeycomb

1

2

3

4

2

3

4

1



Creating 
a Finding

Updating 
a Finding

Responding 
to an RFI

Mitigation 
RFIs

Responding to 
Notification 

Letters

Submitting 
Mitigating 
Activities

Mitigation 
Status 

Progression

Submitting 
Mitigation 

Plans

Milestone 
Extension 
Requests

Completing 
Milestones

Scope 
Expansions Emails

Reviewing 
the 

Dashboard

Accessing 
Align

Next PagePrevious PageHome

Complete 
Status

Incomplete 
Status

Consolidated 
Mitigations

Submitting for 
Verification 

Review

Reviewing the Dashboard

Access the Align 
Dashboard

Notice the two sections:

a)  My Tasks 
b)  News and Updates – this 

will show any planned 
outage information

To open a task, click the 
Unique ID

To close a task, click the X

The tasks can be saved and 
edited (Save) and 
submitted (Save and 
Action) from the dashboard
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Reviewing the Dashboard
The following items will appear on your 
My Align dashboard:

- RFIs for PNCs that are awaiting their 
response

- RFIs for Mitigations that are awaiting 
their response

- Mitigations that were sent back by the 
CEA for resubmission

- Mitigation activities that need to be 
resubmitted as formal Mitigation Plans

- Mitigations that were sent back by NERC
- Unacknowledged Notifications
- Mitigations that were sent back as a 

revision
- Mitigations that were sent back for a 

rejected certification

NOTE: When items appear on the My 
Align Dashboard, the date of submittal is 
not visible. The only date you will see is 
the due date if applicable.
In addition to the Enforcement and 
Mitigation items listed above, other items 
from the Compliance modules will appear 
here.
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Reviewing the Dashboard: Sorting & Filtering

Each table in Align allows you 
to Sort or Filter by any column.

Hover over a column title and click 
the dropdown arrow (if you click 
on a column name it will sort 
either ascending or descending)

From the dropdown, you can sort 
alphabetically (a), choose columns 
to show or hide (b), or enter text 
to Filter the table

You can also filter the table to 
show only items assigned to you 
by clicking the Assigned to Me 
checkbox
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The Align Dashboard 
provides a snapshot of your
current tasks, but you’ll need
to change views to access
other important information 
and actions.

To change views:

Click the dropdown arrow at 
the top of the screen

Click on the view that you 
need to see

Reviewing the Dashboard
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• The My Align view allows you to view the home landing page for Align.
• The Risk and Planning view allows you to view scheduled engagements your compliance 

enforcement authority has marked visible to your entity, such as audits or spot checks.
• The Self-Reports and Logs view allows you to create and submit any draft Self-Report or 

Self-Log to your CEA.
• The Periodic Data Submittals view allows you to create and manage your PDS requests 

and submittals.
• The Self-Certifications view allows you to manage your Self-Certification requests and 

submittals.
• The Audits and Spot Checks view allows you to manage monitoring engagements and 

related information and actions.
• The IRA and COP view allows you to IRA questionnaires and Compliance Oversight Plan 

risk information.
• The Enforcement Processing view allows you to monitor the status of your findings and 

submit updates to your CEA.
• The Mitigation Management view is where you will go to submit, monitor, and edit your 

mitigation records.
• The Request For Information view allows you RFIs that are issued to your entity from 

Enforcement and Mitigation modules, PDS module, Self-Certification module, and TFE 
module.

• The Technical Feasibility Exception view allows you to manage your TFE requests.
• The Attestation view allows you to manage your Attestation requests. 

Reviewing the Dashboard
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To create a finding in Align, navigate to 
the Self-Report and Self-Logs View.

Click the dropdown arrow

Select the Self-Report and Self-Logs 
view

Click Create Finding

Creating a Finding
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If your entity is registered in multiple 
Regions, you can expect to see all of the 
registrations in this section. The entity 
will select the NCR registered in the 
Region it wants to report the violation.
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Review the relevant Standard
and create a new finding

Click on a Standard & 
Requirement to review

Review the language in the 
right panel

Click + in the “Create Self-
Report” or “Create Self-Log” 
column

Creating a Finding
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Create A Self-Report: The user will no longer have to login under multiple 
credentials to access records that were submitted under a different registration so 
when a Registered Entity creates a Finding, the user should confirm that the Create 
Finding link is associated with the correct registration.

The registration is not checked against the start date. The entity could submit a 
violation with a start date prior to its registration date.

Create A Self-Log: If you have been accepted into the Self-Logging program by 
your CEA, check with them to see how they want you to submit Self-Logs and how 
frequently. They may want you to start submitting Self-Logs through Align or they 
may want you to continue submitting Self-Logs to them directly. If you submit Self-
Logs directly to your CEA, they will upload them into Align, so that you will still see 
them in your system. 

Another thing to consider is that Align does not currently differentiate between which 
Reliability Standards and Requirements that you have been approved for and those 
which you have not.
 

Creating a Finding
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Ensure the Requirement Parts and 
Reliability Functions are applicable for 
the Self-Report.

Remove any Parts or Functions that do 
not apply. 

When a Finding is created, if the Reliability Standard 
Requirement has Sub-Parts, the form will auto-
populate all the Sub-Parts. You should confirm that all 
the Sub-Parts are applicable to their registration as 
well as the facts and circumstances of the 
noncompliance. Sub-Parts that are not applicable will 
need to be removed manually.

Click X to remove Applicable Parts

Click X to remove Reliability Functions

Creating a Finding

7

8

7
8



Creating 
a Finding

Updating 
a Finding

Responding 
to an RFI

Mitigation 
RFIs

Responding to 
Notification 

Letters

Submitting 
Mitigating 
Activities

Mitigation 
Status 

Progression

Submitting 
Mitigation 

Plans

Milestone 
Extension 
Requests

Completing 
Milestones

Scope 
Expansions Emails

Reviewing 
the 

Dashboard

Accessing 
Align

Next PagePrevious PageHome

Complete 
Status

Incomplete 
Status

Consolidated 
Mitigations

Submitting for 
Verification 

Review

Add any Applicable Parts 
and Functions not included.

Click the Arrow to open 
the drop-down list

Select the Part from the 
list

Click the Arrow to open 
the drop-down list

Select a Function from the 
list

Creating a Finding
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When a Finding is created, the Applicable Reliability Functions section on 
the form will auto-populate based on the Functions applicable to your 
entity and the Functions applicable to the Reliability Standard 
Requirement. You should confirm that all the Reliability Functions selected 
are applicable to the facts and circumstances of the noncompliance. If 
there are any functions that are not applicable, you will need to remove 
those manually by clicking on the X next to that function.
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Select additional Regions to add 
to the finding, if necessary. This 
section is to allow the 
Registered Entity to notify the 
CEA that it is reporting a finding 
to another CEA.

Click the Arrow to open the 
drop-down list.

Select the Region from the 
list.

You can Save the finding as a 
draft at any time. To save:

Click the Save button

Creating a Finding
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After Saving the Draft Finding, 
the Create Finding portlet is 
still visible, you will need to 
click the X to close the 
Standards window

Click the Refresh Icon at the 
bottom of the My Drafts 
portlet to see your new draft 
in the Draft Findings section

Click the Unique ID to open 
your finding

As you fill out the rest of the 
form, notice that some fields 
have a gray question mark icon 
(a). Hover over these to see a 
description of what information 
the field is requesting.

Creating a Finding
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Once you have completed the 
finding form, you’ll need to 
select an Action from the Action 
dropdown (a). 
If you try to submit the finding 
without selecting an Action, you 
will get an error (b).

Select the Submit option in 
the Action dropdown. If you 
need to delete the draft 
finding, select the Delete 
option in the Action 
dropdown. 

Click the Save and Action 
button to submit

If you have left any required 
fields blank, the form will 
identify where you are missing 
information by see a red box 
and exclamation mark (c).

Creating a Finding 
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Scroll to the Discovery and 
Description section to 
complete the finding.

Select the Date the 
Potential Noncompliance 
(PNC) was discovered

Enter an Explanation of 
how the PNC was 
discovered

Enter a Description of 
the PNC

Creating a Finding: Discovery and Description
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Select the Date the PNC started

This start date does not validate against your 
entity’s registration dates or against the 
effective date of the different versions of the 
Reliability Standard. You should check the start 
date against the entity registration date and 
that the start date is applicable to either the 
current version of the standard’s effective date 
or a prior version’s effective date. 
Also, if you do not use the calendar feature, be 
sure to enter the date in the format 
MM/DD/YYYY.

Enter an Explanation of how the PNC 
was discovered

Although the ‘basis for selecting the dates’ text 
field is not required, this is the opportunity to 
explain why you chose the dates and possibly 
prevent a Request for Information request to 
obtain this information.

Creating a Finding: Discovery and Description
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Select Yes or No if the PNC is still 
occurring

If you selected No, select the Date 
you returned to compliance

You should only include a date when 
you returned to compliance if the 
events have actually occurred. 
Further, if you indicate that the 
noncompliance is no longer 
occurring, the validation does not 
check that a date has been included 
in the return to compliance data 
field. 

Creating a Finding: Discovery and Description
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Indicate if the Extent of 
Condition Review has been 
performed by selecting Yes, 
No, or In-Progress

If you selected Yes, describe 
the Extent of Condition

If the Extent of Condition has not 
been performed at time of 
submittal, the entity can submit a 
finding update to provide this 
information to the CEA later in the 
process. 

Enter the cause(s) of the PNC.

Creating a Finding: Extent of Condition
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To complete the Extent of Condition and Root Cause section:

30

30

This text field is not checked for validation, so 
be sure to confirm that you include language 
here before submitting. 
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Indicate the level of Potential Impact 
to the BPS as Minimal, Moderate, or 
Serious. If this is a Self-Log finding, the 
Potential Impact to the BPS will be set 
to Minimal.

Enter the reason you chose the 
Potential Impact level you selected

Describe how likely it is that impact 
could have occurred

Indicate if there was any impact to the 
BPS by selecting Yes, No, or Unknown

If there was an impact, describe what 
the impact was.

Creating a Finding: Risk and Impact
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To complete the Risk and Impact section:
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This text field is not checked for validation, so 
be sure to confirm that you include language 
here before submitting.
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Enter any Additional 
Comments that you want 
to document

Enter any related 
evidence in the Secure 
Evidence Locker (SEL) 
using the reference 
number (a) to link it to 
this finding.

Creating a Finding
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Scroll to the optional Additional Comments section

37
Your CEA would find it helpful if you indicate when you have 
submitted evidence files into the SEL. When you submit 
evidence into the SEL, there will be a reference number that 
you should provide to your CEA. The ‘Additional Comments’ 
field may be a good way to communicate this with your CEA. 

You can also help the CEA by including the contact information 
of the person they should reach out to if there are any 
questions on the Self-Report or Self-Log form. 
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If you are ready to enter mitigation 
milestones for this finding, click 
the heading to expand the section

To add a milestone, click the + icon 
and follow the steps noted here 

When you add a milestone on the 
finding form, you will not be able to 
edit until the Self-Report/Self-Log has 
been saved at least once. You will be 
able to edit the mitigation milestones 
once it is in the draft form. After you 
have saved the record, you can edit 
the milestone details or delete a 
milestone. 

Creating a Finding: Mitigation Information
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38Every finding will need to be paired with a 
mitigation record eventually, but the 
Mitigation Information section is 
optional at this stage
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When you’re ready to submit the 
finding, select Submit for the 
action.
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If you added Mitigation 
Information and want to submit it, 
click the Submit Mitigations for 
Review with Finding checkbox

If you created mitigating activities and 
want to submit them at the same time 
as the finding, you’ll need to click this 
check box before clicking Save and 
Action. If you added mitigating 
activities but are not ready to submit, 
you can leave the box unchecked and 
a draft of these activities will be saved 
and can be located in the Mitigation 
Management section using the same 
unique ID for the finding. 

Note that Align does validate against 
the mitigation section, so if you do not 
add any mitigation information but do 
check the ‘Submit Mitigations for 
Review with Finding’ button, Align will 
provide an error message. 

Creating a Finding: Mitigation Information
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Click the Save and Action button42
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From the Dashboard, click the 
dropdown arrow to change the 
view

Select the Enforcement 
Processing view

You can sort or filter the My Open 
Findings table by any column to 
help you locate the finding you are 
looking for: 

To sort, you can either click on 
the header to sort ascending or 
descending, or hover over a 
column title and click the 
dropdown arrow

Click the Sort Ascending or Sort 
Descending option to rearrange 
the table by the data in that 
column

Updating a Finding: Sorting
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Depending on what you are looking for, Filters may be more 
effective than sorting. 
Note, the filters are not “sticky,” so if you navigate away from 
this page, Align will not retain the filters that you applied. 

To filter:
Hover over the column title 
of the column you want to 
filter and click the dropdown 
arrow

Select the Filters option

Enter part or all of the phrase 
that you are looking for

To remove the filter, click the 
checkbox next to the Filters 
option

Updating a Finding: Filtering

5

8

6

7

6

5

78

a
You can also filter if you hover over a field 
and right click Filter on this value (a)
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Once you have located 
the finding that needs to 
be updated:

Click the + icon in the 
Send Update column

Enter a summary of the 
changes that you are 
making into the 
Summary of Finding 
Update field and add the 
updated data into the 
relevant fields

Click the Update button

Updating a Finding 
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While only the Summary of Finding Update text field is required, you 
should try to include all relevant details in the form. 

You have the ability to submit a finding update (scope expansion) on the 
noncompliance after it has been submitted to your CEA until NERC has 
approved the disposition record. Continue to work with the CEA on the 
timing of the submittal as well as whether the information is appropriate 
for a finding update or if it should be on its own submittal of a new 
noncompliance issue.

If the CEA does not think the finding update is applicable, they will contact 
you and explain why and what actions you need to take. In Align, there is 
no communication in response to CEA determining the finding update is 
not appropriate. If the CEA does think the finding update is applicable, the 
CEA will need to add the information to the violation record in their 
system during their review process. 
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If you want to verify that your 
update was captured:

Click the Unique ID of 
the finding you updated

Scroll down to the 
Related Items section 
and click on the Unique 
ID under the Submitted 
Finding Updates section

Updating a Finding 
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13
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13NOTE: the information on the Finding 
Update form does not update the original 
submission, it remains on the Finding 
Update form.
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When your CEA or NERC sends an RFI, you are able to 
view the RFI in three locations: My Align Dashboard, 
Request for Information module, and the Finding Record. 

On the My Align Dashboard, the RFIs that are issued for a Finding 
will show as RFI for Finding (issued from the PNC Process state) or 
RFI for EA (issued from the EA Process state) 

In addition to seeing RFIs on your dashboard, the PCC and ACCs 
will receive an email with the RFI unique ID number in the Subject 
line and the violation ID number in the body. Currently, emails may 
not identify whether the RFI is for a Finding record (Potential 
Noncompliance or Enforcement Action process state) or a 
Mitigation record. Align will also copy the RFI to the Finding record 
under the ‘Requests for Information’ section. You can view it there, 
but you will still need to open it from the My Align Dashboard in 
order to respond. 

In the current version, you will not receive a notification if the RFI 
response has been accepted; a notification is only sent to the PCC 
and ACCs if the CEA determines the RFI is incomplete. However, 
you can view the status of the RFI from the Finding form or the 
Request for Information module. The statuses are: Awaiting 
Response from Entity, Awaiting Region Review, Incomplete, 
Complete, Cancelled.

Responding to an RFI: My Align Dashboard
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Click the Unique ID of 
the RFI

Add any response to the 
RFI in the Respondent 
Comments section, this 
field is required

If there is evidence 
submitted to the SEL, 
check the box next to 
Upload to SEL, follow 
the instructions in the 
Evidence section

Click Save and Action if 
you are ready to submit 
the RFI response to the 
CEA and click Save if you 
are still drafting a 
response

Responding to an RFI: My Align Dashboard
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A new Request For Information module was 
created to capture all the RFIs that are issued 
for a Finding (Potential Non Compliance, 
Enforcement Action), Mitigation, PDS, Self-
Certs, and TFE. The user can filter by Parent 
Source or by RFI status to better manage 
their RFIs.

Navigate to the Request For 
Information Module

Filter by Parent Source 
(Potential Non Compliance, 
Enforcement Action, 
Mitigation)

Filter on Active RFIs (Awaiting 
Response from Entity, Awaiting 
Region Review, Incomplete) or 
on Completed/Cancelled 
(Complete, Cancelled)

Click on unique RFI ID to view 
the RFI request

See RFI Request image in previous slide.
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Responding to an RFI: Request for Information Module
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Navigate to the Enforcement 
Processing Module

Click on unique Finding ID to 
view the Finding record

Scroll down on the Finding 
Form to view the RFI section, 
click on unique RFI ID to view 
the RFI request

See RFI request image in previous slide.

Responding to an RFI: Finding Record
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For all RFIs issued for a Finding 
(Potential Non Compliance, 
Enforcement Action), the registered 
entity can view the RFI from the 
Finding record. 
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Notification letters will appear in your My Align dashboard 
as well as on the Finding record. To view the notification 
letter on the My Align dashboard, navigate to My Align 
module.

Click the Unique ID to open the notification (the dashboard view 
will only show the first identified noncompliance record)

Enter comments in the Respondent Comments field

If you want to add a Contestation response to the disposition, 
select a response from the dropdown (Disagree with Allegation, 
Disagree with Mitigation requirement, Other, Penalty is too high, 
Standard and/or Requirement does not apply). 

Although the Disposition Object has a Contestation dropdown, you will not 
always use it for all the Disposition types. Your CEA may provide additional 
information to specify when/where you should provide a response.

Add any non-confidential Attachments

View all EAs and PNCs associated with the notification object 
under the Related EAs and PNCs section. 

Click the Save and Action to submit notification response to the 
CEA or click Save to save as draft

Responding to Notification Letters
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Navigate to the Enforcement 
Processing module

Click on the Unique ID of the 
main EA violation record 
associated with the 
Notification letter

Scroll down to the 
Notifications section on the 
Finding Record to view the 
Notification letter

The Notification letter can also be viewed 
from the Finding record. It is important to 
note that if there are multiple Enforcement 
Action violations associated to one 
disposition object, the notification object will 
only appear on the main EA violation record 
under the My Findings Tab.

Responding to Notification Letters
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Navigate to the Mitigation 
Management module

Select the My Draft Mitigations tab 
to see all mitigation records in draft 
state

a)  Initial Mitigating Activities in Draft
b)  Mitigating Activities in Draft after request 

for Revision by the CEA
c)  Mitigation Plan in Draft after request for 

Revision or request to submit as Mitigation 
Plan by the CEA

Locate the mitigation with the same 
Unique ID as your finding and click 
the Unique ID to open

If you did not create and submit mitigation milestones during the submit finding process (see 
Creating a Finding section on those steps), Align will automatically create a blank draft 
mitigation record that can be submitted later. If mitigation was submitted to the CEA, you 
will find the submitted mitigation ID under the My Active Mitigations tab. 

After you submit mitigating activities or a Mitigation Plan, Align automatically creates a 60-
day review period for your CEA, even though the CMEP only requires that review period for 
Mitigation Plans. If your CEA extends that review period, you will receive an email 
notification and the due date will update in Align under the Status column. 

Submitting Mitigating Activities
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Click the link icon in the Entity 
Contact section

Click the checkbox next to the 
correct contact

Click Confirm

If you did not submit a mitigation when 
you submitted the finding, the draft view 
will have an additional field Registered 
Entity Contact that would allow the 
registered entity to indicate any relevant 
contacts for the CEA.

Submitting Mitigating Activities
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Enter any Interim Risk Reduction 
measures that you are taking

To add milestones, scroll down to the 
Mitigation Milestones section

Click the + icon to add a milestone

If you did not submit a mitigation when 
you submitted the finding, the draft 
view will have an additional field 
Interim Risk Reduction that would be 
useful to complete for mitigating 
activities or required to submit for 
formal Mitigation Plans. The registered 
entity must include steps that will 
reduce or eliminate risk to the BPS while 
it is implementing mitigation.

Submitting Mitigating Activities
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Select the Type of Milestone Task 
from the dropdown list

Enter a Milestone Name (do not 
include any sensitive information in 
the milestone name)

Enter a Milestone Description

The Type of Milestone Task and Planned Completion Date fields are 
the only fields required by Align. However, your CEA will also look for 
a description of the activities in the Description of action field. If you 
send a mitigation with just dates and milestone types without any 
description of activities, your CEA will send it back for redrafting. 

The registered entity should include all milestone activities that have 
already been performed or that the entity will perform to mitigate 
the noncompliance and prevent recurrence. 

Submitting Mitigating Activities
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Select the Planned Completion 
Date

Select the Actual Completion 
Date (if known and already 
completed)

Click the Update button to save 
the milestone

If the milestone has been completed, 
please add the Actual Completion 
Date. The Actual Completion Date 
cannot be a future date, so only 
include the completion date if the 
milestone has been completed. 

Submitting Mitigating Activities
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If you want to save the data you have 
entered without submitting, click the 
Save button

Select the Submit for CEA Review 
option from the Action dropdown

If you are ready to submit the 
mitigating activities, click the Save and 
Action button

In the draft status, if you are unable to remove 
the actual or planned completion date upon save, 
you might need to create a new milestone record 
and delete the old record until a future release 
resolves this issue. To delete a milestone task, 
click on the check box next to the milestone task 
and then click the ‘delink’ button

Submitting Mitigating Activities
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The mitigation record moves through the following stages.

Mitigation Status Progression

a b

1) Draft – The My Draft Mitigations tab (a) shows you all 
mitigation records that are in the ‘Draft’ state. This includes any 
mitigation records that are newly created or records that have 
been sent back to the entity for revisions. If your CEA requests 
revision on the mitigation record or converts the mitigation 
record from Mitigating Activities to Mitigation Plan, the record 
will show on the ‘My Draft Mitigations’ tab. Also, when NERC’s 
review results in the rejection of a Mitigation Plan, it will show 
on the ‘My Draft Mitigations’ tab. Any record that has been sent 
back to the entity will have a yellow triangle next to the record.

2) CEA Processing - This status indicates that the CEA is reviewing 
the mitigation that you submitted. You may receive RFIs during 
this stage to help the CEA complete its review. The record will 
show on the My Active Mitigations tab (b).

3) NERC Processing - If your CEA converts your mitigating 
activities to a Mitigation Plan, it will undergo NERC review after 
you re-submit it. The record will show on the My Active 
Mitigations tab.

4) Active - Once your mitigation is approved, it will show as 
Active. While in this stage, you can complete milestones, request 
milestone extensions, and add scope expansion, but if you need 
to edit anything else (modify the milestone details or 
add/remove a milestone record), you will need to have your CEA 
send it back for a revision. The record will show on the My Active 
Mitigations tab. You cannot notify the CEA that you have 
completed all the mitigation actions until the mitigation record is 
in the Active state. For it to be in the Active state for Mitigating 
Activities, the CEA has to have accepted the Mitigating Activities. 
For it to be in the Active state for formal Mitigation Plans, the 
CEA has to have accepted the Mitigation Plan and NERC has to 
have approved the Mitigation Plan. 
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Mitigation Status Progression

c d e

5) Verification - Once you complete all milestones, and the 
mitigation record is in the Active state you will submit the 
mitigation for verification review by the CEA. The status will 
change to Verification and the mitigation will no longer be 
editable. You may receive RFIs during this stage as well. The 
record will show on the Mitigations in Verification tab (c).

6) Incomplete - If your mitigation does not pass Verification 
Review, your CEA will send it back as ‘Incomplete.’ Unlike other 
revisions, this will show up on the My Active Mitigations tab 
rather than in your ‘My Draft Mitigations’ tab and will indicate a 
status of ‘Active Returned as Incomplete’.

7) Complete - Once a mitigation record has been marked 
Complete or Verified Completed by your CEA, its status will 
change to Complete and will show on the Completed 
Mitigations tab (e).

8) If the CEA consolidates a PNC record into an existing EA 
record, the mitigation record for the consolidated issue will show 
on the Consolidated Mitigations tab (d). If consolidation takes 
place, the registered entity will need to work with the CEA to 
modify the mitigation record to take into account all milestone 
activities for each of the noncompliance.
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Click the Unique ID of the RFI for Mitigation 
on My Align dashboard (a copy of the RFI is 
also visible from the mitigation record and 
the Request for Information module)

Enter any comments into the Respondent 
Comments field

If you have any evidence that needs to be 
uploaded to the SEL, upload the evidence 
using the reference number provided and 
check the box next to Upload to SEL

Click Save and Action if you are ready to 
submit the RFI response to the CEA and click 
Save if you are still drafting a response

If your CEA needs more information to complete 
their review of your mitigation record, they may 
send an RFI for Mitigation. If your CEA sends an 
RFI, it will not change the status of the mitigation 
record, but you will see the RFI appear on your 
My Align dashboard, the mitigation record, and 
the Request for Information module. 
To respond:
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Click the Unique ID of the Mitigation Plan on 
the My Align dashboard (status will be 
‘Submit as Mitigation Plan’)

…OR…

Go to the My Draft Mitigations tab and click 
the Unique ID of the Mitigation Plan. As with 
Mitigation Plans, if your CEA returns a 
mitigating activity for resubmission, Align will 
show the yellow triangle icon to alert that it 
was returned

If your CEA asks you to resubmit a mitigation 
record, they will include an explanation for 
the request in the Review Results and Due 
Date section (a).

If your CEA decides that the Mitigating 
Activities you submitted need to be converted 
into a Mitigation Plan, they will send it back to 
you to resubmit. 

To open the Mitigation Plan, EITHER:

Updating Mitigations: Submitting Mitigation Plans
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Click the Link icon to add a 
Registered Entity Contact 
(required for Mitigation Plans)

Enter an Interim Risk Reduction 
statement (required for Mitigation 
Plans, but the entity should include 
steps that will reduce or eliminate 
risk to the BPS while it is 
implementing mitigation)

Add any milestones or other 
information requested by your 
CEA. Then, select Submit for CEA 
Review from the Action dropdown 

Click Save and Action if you are 
ready to submit the mitigation 
record to the CEA for review and 
click ‘Save’ if you are still drafting 
the record

Updating Mitigations: Submitting Mitigation Plans
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Align will allow you to submit a milestone extension 
request after the milestone due date, but you should try to 
submit these requests at least five days prior to the due 
date per the CMEP.

Milestone extension requests can only be requested on 
milestones without actual completion dates. If you already 
have an actual completion date that is no longer accurate, 
you will need to first remove the actual completion date 
for that milestone in the ‘Related Milestones’ portlet and 
save that milestone record. Upon refreshing the ‘Related 
Milestones’ portlet the ‘+’ icon should appear under the 
Request Extension column.

Navigate to your My Active 
Mitigations

Click on the relevant mitigation 
record to highlight it (do not click the 
Unique ID, so click on any place in the 
row except the hyperlink)

Click the + button in the Request 
Extension column for the milestone 
you need to extend

Updating Mitigations: Milestone Extension Requests

1

2

1

3

2

3

To request a mitigation milestone extension:



Creating 
a Finding

Updating 
a Finding

Responding 
to an RFI

Mitigation 
RFIs

Responding to 
Notification 

Letters

Submitting 
Mitigating 
Activities

Mitigation 
Status 

Progression

Submitting 
Mitigation 

Plans

Milestone 
Extension 
Requests

Completing 
Milestones

Scope 
Expansions Emails

Reviewing 
the 

Dashboard

Accessing 
Align

Next PagePrevious PageHome

Complete 
Status

Incomplete 
Status

Consolidated 
Mitigations

Submitting for 
Verification 

Review

If your CEA approves the milestone extension 
request, Align will send you an email 
notification and you will see the updated 
planned completion date on the mitigation 
record. If your CEA rejects the milestone 
extension request, they will contact you to 
indicate the request was rejected, and the 
milestone will continue to have the original 
planned completion date.

Enter your Proposed New 
Planned Completion for the 
milestone

Provide an Explanation for the 
proposed change

Click Update to submit

Updating Mitigations: Milestone Extension Requests
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Open the mitigation record from the My 
Active Mitigations tab 

Scroll to the Mitigation Milestone section 
and click the Milestone ID

Enter the Actual Completion Date

Click the Save button

When you have completed all the mitigation 
actions, you can certify completion by putting in 
the actual completion dates for the milestones. 
This will auto-populate the completion date for 
that milestone on the mitigation record. As you 
complete mitigation milestones, you’ll need to 
indicate the completion date in Align. 
To do this:

Updating Mitigations: Completing Milestones
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Navigate to the My Active Mitigations tab and 
highlight the row of the mitigation record you 
want to remove the actual completion date (do 
not click on the Unique, so click on any place in 
the row except the hyperlink)

Find the milestone that you want to remove the 
actual completion date for in the Related 
Milestones portlet at the bottom of the page 
and Click on the Unique ID of the milestone ID

Delete the Actual Completion Date

Click Save

On the ‘Related Milestones’ portlet,  you will 
need to refresh the portlet and then you will see 
that the completion date for that milestone has 
been removed and the Request Extension + 
button has appeared

If you need to remove the actual completion date 
from a milestone, you can delete it and Save, or it 
can be modified to a different date and Saved. 
To do this:

Updating Mitigations: Removing a Milestone 
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Select Yes from the scope 
expansion dropdown

Enter an Explanation for why 
the scope has expanded

If your mitigation expands 
the scope of the issue:

Updating Mitigations: Scope Expansions
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Select Submit for CEA 
Verification from the Action 
dropdown

Click the Save and Action 
button

Updating Mitigations: Submitting for Verification Review
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Navigate to the Completed Mitigations tab to 
view all the mitigation records that are in the 
complete state (this includes mitigation records 
tied to failed preliminary screens, and dismissals)

Click the Unique ID to view the mitigation record 
to view any comments in the ‘Review Results and 
Due Date’ section or the ‘Verification’ section.

Navigate to the Mitigations in Verification tab 
to view all the mitigation records that are in the 
Verification review state with the CEA

Click the Unique ID to view the mitigation 
record

After the entity submits the mitigation for 
Verification review, the record will appear on the 
Mitigations in Verification tab. If the CEA issues 
any RFIs during this review, the entity can access 
the RFI on this tab. 
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Navigate to the My Active Mitigations 
tab and click the Unique ID of the 
Incomplete mitigation, the status will 
show as ‘Active Returned as 
Incomplete’

Scroll down to the Verification section, 
read the CEA’s comments and update 
the mitigation according to the 
comments

To resubmit for Verification review, 
select Submit for CEA Verification in 
the action dropdown and then click 
the Save and Action button

If your CEA determines there is an issue 
with the Verification review, your CEA will 
send it back for you to address any 
concerns.
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Navigate to the My Draft Mitigations 
tab and click the Unique ID of the 
mitigation record, the record will have 
a yellow triangle indicating it has been 
sent back for revision

Scroll down to the Review Results 
section to read the CEA’s comments 
and update the mitigation according to 
the comments

To resubmit for CEA review, select 
Submit for CEA Review in the action 
dropdown and then click the Save and 
Action button

If the CEA determines that the mitigation milestones 
need to be modified to address the verification, the 
CEA will first indicate that the Verification was found 
to be Incomplete and then the CEA will request a 
revision, which will send the mitigation record back to 
the My Draft Mitigations tab.
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Click the Unique ID of any consolidated mitigation to 
review

All consolidated mitigations are read-only, so you cannot 
edit anything at this point. However, Align preserves the 
mitigation in case you need to copy any information from 
the consolidated mitigation into the active mitigation

If you need to add information from a consolidated 
mitigation to an active one, your CEA will need to send the 
active mitigation back to you as a revision. Like all revisions, 
the mitigation will appear on your ‘My Draft Mitigations’ 
tab with the yellow triangle icon.

Click the Unique ID to open the mitigation record and 
add any information that was on the consolidated 
mitigations but not on the active mitigation

Select Submit for CEA Review from the Action dropdown

Click Save and Action

If your CEA consolidates more than one of your findings under 
the same Enforcement Action, only one of the mitigations 
associated with those findings will stay active. The rest will 
move to the Consolidated Mitigations tab.
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Navigate to the Enforcement Processing 
module and find the Unique ID on the ‘My 
Open Findings’ or the ‘My Closed Findings’ 
tab. The Unique ID column will indicate a 
consolidation took place.

To view the consolidated finding, click on the 
Unique ID and scroll down to the 
‘Consolidated Findings’ section

Click on the Unique ID to view the 
consolidated finding details

If the CEA consolidates a finding, the registered 
entity will receive an email indicating the 
finding that it was consolidated into. 

The registered entity can also search for 
consolidated records under the Enforcement 
Processing drop down under the ‘My Open 
Findings’ or the ‘My Closed Findings’ tab. If a 
consolidation took place, the registered entity 
can see this in the Unique ID column.
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Emails
Emails associated with the Finding Record are 
sent to the PCC and ACCs
• New Finding has been submitted 

• Registered Entity Notification that PNC has passed 
screening

• Registered Entity has been sent a Notification for EA 
For Your Awareness

• Registered Entity receives notification CE/FFT has been 
completed for EA

• Notification of Completion of Enforcement Action 
(Settlement/NOCV) for EA 

• Consolidation - PNC has been linked to an existing EA

• Finding RFIs - Review and Respond to RFI

• Finding RFIs marked Incomplete - Review CEA 
Comments on RFI and Submit Revised Response

Emails associated with the Mitigation Record 
are sent to the PCC and ACCs
• CEA has rejected a Mitigation Plan/Mitigating Activity (CEA Review 

to Draft)

• CEA has rejected a Mitigation Plan/Mitigating Activity (Active to 
Draft)

• Mitigating Activities have been Converted to Mitigation Plan - 
Action Required

• CEA Mitigation Plan Review Period Extension

• NERC Mitigation Plan Review Period Extension

• CEA Mitigating Activities Acceptance 

• CEA Mitigation Plan Acceptance

• Registered Entity Notification of NERC Mitigation Plan Approval

• CEA Mitigation Plan/Mitigating Activity Certification Rejection

• CEA Accepted Mitigation Plan/Mitigating Activity Completion 

• CEA Completed Mitigation Plan/Mitigating Activity Verification

• CEA has selected a Completed Mitigation Plan/Mitigating Activity 
for verification

• Mitigation Milestone date changed

• Mitigation RFIs - Review and Respond to RFI


	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Slide Number 25
	Slide Number 26
	Slide Number 27
	Slide Number 28
	Slide Number 29
	Slide Number 30
	Slide Number 31
	Slide Number 32
	Slide Number 33
	Slide Number 34
	Slide Number 35
	Slide Number 36
	Slide Number 37
	Slide Number 38
	Slide Number 39
	Slide Number 40
	Slide Number 41
	Slide Number 42
	Slide Number 43
	Slide Number 44
	Slide Number 45
	Slide Number 46
	Slide Number 47
	Slide Number 48
	Slide Number 49
	Slide Number 50
	Slide Number 51
	Slide Number 52
	Slide Number 53
	Slide Number 54
	Slide Number 55
	Slide Number 56
	Slide Number 57
	Slide Number 58

